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Abstract: Technology has positive impacts 

on many aspects of our social life. 

Furthermore, technology like the Internet has 

been a fertile ground for innovation and 

creativity. One such disruptive innovation is 

blockchain – a keystone of cryptocurrencies. 

The blockchain technology is presented as a 

game changer for many of the existing and 

emerging technologies/services.With its 

immutability property and decentralised 

architecture, it is taking potential application 

of the blockchain in e-voting schemes. The 

objective of decentralised architecture is to 

run and support a voting scheme that is open, 

fair, and independently verifiable. In this 

work, we propose a potential new e-voting 

protocol that utilises the blockchain as a 

transparent ballot box. We lastly conclude 

this paper by laying out possible future 

developments of blockchain technology 

 

I. INTRODUCTION 

Blockchain technologies are taking the world 

by storm, largely due to the success of 

Bitcoin[1] . A blockchain, also called 

distributed ledger, is essentially an append- 

Only data structure maintained by a set of 

nodes which do not fully trust each other. 

Nodes in the blockchain agree on an ordered 

set of blocks, each containing multiple 

transactions, thus the blockchain can be 

viewed as a log of ordered transactions. In the 

database context, blockchain can be viewed 

as a solution to distributed transaction 

management: nodes keep replicas of the data 

and agree on an execution order of 

transaction. The computer security field has 

for a decade studied the possibilities of 

electronic voting systems, with the goal of 

minimizing the cost of having a national 

election, while fulfilling and increasing the 

security conditions of an election. From the 

dawn of democratically electing candidates, 

the voting system has been based on pen and 

paper. Replacing the traditional pen and 

paper scheme with a new election system is 

critical to limit fraud and having the voting 

process traceable and verifiable. Electronic 

voting machines have been viewed as flawed, 

by the security community, primarily based 

on physical security concerns. Anyone with 

physical access to such machine can sabotage 

the machine, thereby affecting all votes cast 

on the aforementioned machine. 
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Below, we list our envisioned essential 

requirements that need to be fulfilled by an e- 

voting system in order for it to effectively be 

used in a national election. An election 

system should not enable coerced voting. An 

election system should not enable traceability 

of a vote to a voters identifying credentials. 

An election system should ensure and proof 

to a voter, that the voters vote, was counted, 

and counted correctly. 

 

 
The main findings are as follows: 

1. Hyperledger performs constantly superior 

than Ethereum [3] and Parity [4]. But it 

fails or finds it complicated to balance up 

to more than 16 nodes. 
 

 
2. Ethereum and Parity are more flexible to 

node failures, but they are susceptible to 

the security attacks that forks the 

blockchain. 
 

 
3. The chief bottlenecks in Hyperledger 

[5]and Ethereum are the consensus 

protocols, but for Parity the bottleneck is 

caused by the transaction signing. 

 

 
4. Ethereum and Parity lay yourself open to 

large expenditure in terms of memory and 

disk usage. Their execution engine is also 

less proficient than that of Hyperledger. 

 

 
5. Hyperledger’s data model is low level, 

but its elasticity enables modified 

optimization for methodical queries. 

 

 
In the graph peak performance with 8 servers 

and 8 coexisting clients over the period of 5 

minutes. We observe that in terms of 

throughput, Hyperledger outperforms the 

other two in both benchmarks. 
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other two in both benchmarks. The break 

between Hyperledger and Ethereum is due to 

the difference in the consensus protocols: one 

is based on PBFT [6] while the other is based 

on PoW. With 8 servers, the communication 

cost from broadcasting messages is cheaper 

than block mining whose difficulty is set at 

roughly 2:5s per block. The gap between 

Parity and Hyperledger is not due to 

consensus protocols, as Parity’s PoA 

protocol is expected to be simpler and more t 

than both PoW [6] and PBFT. Instead, we 

observe that Parity processes transactions at  

a invariable rate, and that it enforce a 

maximum client request rate at around 80 

tx/s. 

To put their performance in context, we 

compare the three blockchains against a 

popular in-memory database system, namely 

H-Store, using the YCSB and Smallbank 

workload. Blockchains and databases do not 

essentially share the same design goal: the 

former are not designed for general data 

processing, nor do the latter protect data 

integrity against Byzantine failures[8]. 

Nevertheless, we argue that the comparison 

offers useful insight into the design tradeoffs 

and relative performance of the two systems. 

We ran H-Store’s own benchmark driver and 

set the transaction rate at 100,000 tx/s.The 

gap in performance is due to the cost of 

consensus protocols. For YCSB, for 

example, H-Store requires almost no 

synchronization among peers, whereas 

Ethereum and Hyperledger suffer the 

overhead of PoW and PBFT. An fascinating 

observation is the overhead of Smallbank. 

Recall that compared to YCSB, Smallbank 

consists of more complex transactions in 

which multiple keys are updated in a single 

transaction. Smallbank is simple but is 

representative of the large class of 

transactional workloads such as TPC-C. We 

observe that in H-Store, Smallbank achieves 

6.6x lower throughput and 4x higher latency 

than YCSB, which reflects the cost of 

distributed transaction management. In 

contrast, the blockchains suffer modest 

degradation in performance: 10 percent in 

throughput and 20 percent in latency. This is 

because each node in the blockchains 

maintains the complete states, therefore it 

pays no overhead in coordinating distributed 

transactions since the states are not 

partitioned. 

III. BLOCKCHAIN AS A SERVICE FOR E- 

VOTING 

In this paper, we consider existing electronic 

voting systems, blockchain-based and non- 

blockchain-based, and evaluate their 

respective feasibility for implementing a 

national e-voting system. Based on this, we 

devised a blockchain-based electronic voting 

system, optimizing for the requirements and 

considerations identified. In the following 

subsection, we start by identifying the roles 

and component for implementing an e-voting 

smart contract then, we evaluate different 

blockchain frameworks that can be used to 

realize and deploy the election smart 

contracts[2]. In the last subsection, we will 

discuss the design and architecture of the 

proposed system. 

 

A. Election as a Smart Contract 

Defining a smart contract includes 

identifying the roles that are involved in the 

agreement (the election agreement in our 

case) and the different components and 

transactions in the agreement process. We 

start by explaining the election roles followed 

by the election process. 

1) Election Roles: As can be seen in 

Figure 1, elections in our proposal 

enable participation of individuals 

or institutions in the following roles. 

Where multiple institutions and 
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individuals can be enrolled to the 

same role. 

 

i. Election administrators: Manage the 

lifecycle of an election. Multiple 

trusted institutions and companies 

are enrolled with this role. The 

election administrators specify the 

election type and create 

aforementioned election, 

configurate ballots, register voters, 

decide the lifetime of the election 

and assign permissioned nodes. 

ii. Voters: For elections to which they 

are eligible for, voters can 

authenticate themselves, load 

election ballots, cast their vote and 

verify their vote after an election is 

over. Voters can be rewarded for 

voting with tokens when they cast 

their vote in an election in the near 

future, which could be integrated 

with a smart city project. 

iii. District nodes: When the election 

administrators create an election, 

each ballot smart contracts, 

representing each voting district, are 

deployed onto the blockchain. When 

the ballot smart contracts are 

created, each of the corresponding 

district nodes are given permission 

to interact with their corresponding 

ballot smart contract. When an 

individual voter casts his vote from 

his corresponding smart contract, 

the vote data is verified by all of the 

corresponding district nodes and 

every vote they agree on are 

appended onto the blockchain when 

block time has been reached. 
iv. Bootnodes: Each institution, with 

permissioned access to the network, 

host a bootnode. A bootnode helps 

the district nodes to discover each 

other and communicate. The 

bootnodes do not keep any state of 

the blockchain and is ran on a static 

IP so that district nodes find its peers 

faster. 

2) Election Process: In the system, each 

election process is represented by a set of 

smart contracts, which are instantiated on 

the blockchain by the election 

administrators. A smartcontract is defined 

for each of the voting districts of the 

election so multiple smart contracts are 

involved in an election. For each voter with 

its corresponding voting district location, 

defined in the voters registration phase, the 

smart contract with the corresponding 

location will be prompted to the voter after 

the user authenticates himself when voting. 

The following are the main activities in the 

election process: 

 
i. Election creation: Election 

administrators create election ballots 

using a decentralized app (dApp). 

This decentralized app interacts with 

an election creation smart contract, in 

which the administrator defines a list 

of candidates and voting districts. 

This smart contract creates a set of 

ballot smart contracts and deploys 

them onto the blockchain, with a list 

of the candidates, for each voting 

district, where each voting district is a 

parameter in each ballot smart 

contract. When the election is created, 

each corresponding district node is 

given permission to interact with his 

corresponding ballot. 
 

ii. Voter registration: The registration of 

voter phase is conducted by the 

election administrators. When an 

election is created the election 

administrators must define a 

deterministic list of eligible voters. 

This requires a component for a 
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government identity verification 

service to securely authenticate and 

authorize eligible individuals. Using 

such verification services, each of the 

eligible voter should have an 

electronic ID and PIN number and 

information on what voting district 

the voter is located in. For each 

eligible voter, a corresponding wallet 

would be generated for the voter. The 

wallet generated for each individual 

voter should be unique for each 

election the voter is eligible for and a 

NIZKP could be integrated to 

generate such wallet so that the 

system itself does not know which 

wallet matches an individual voter. 
iii. Vote transaction: When an individual 

votes at a voting district, the voter 

interacts with a ballot smart contract 

with the same voting district as is 

defined for any individual voter. This 

smart contract interacts with the 

blockchain via the corresponding 

district node, which appends the vote 

to the blockchain if consensus is 

reached between the majority of the 

corresponding district nodes. Each 

vote is stored as a transaction on the 

blockchain whereas each individual 

voter receives the transaction ID for 

their vote for verifying purposes (see 

“Verifying vote” section). Each 

transaction on the blockchain holds 

information about whom was voted 

for, and the location of 

aforementioned vote. Each vote is 

appended onto the blockchain by its 

corresponding ballot smart contract, if 

and only if all corresponding district 

nodes agree on the verification of the 

vote data. When a voter casts his vote, 

the weight of their wallet is decreased 

by 1, therefore not enabling them to 

vote more than once per election 

iv. Tallying each ballot smart contract 

does their own tally for their 

corresponding location in its own 

storage. When an election is over, the 

final result for each smart contract is 

published. 

v. Verifying vote as told earlier, each 

individual voter receives the 

transaction ID of his vote. Each 

individual voter can go to his 

government official and present their 

transaction ID after authenticating 

himself using his electronic ID and its 

corresponding PIN. The government 

official, utilizing district node access 

to the blockchain, uses the blockchain 

explorer to locate the transaction with 

the corresponding transaction ID on 

the blockchain. The voter can 

therefore see his vote on the 

blockchain, verifying that it was 

counted and counted correctly. 

 

V. SECURITY ANALYSIS 

 
In this section we analyze the security of the 

proposed evoting system and the main legal 

issues. 

� Security analysis: 

DDoS:To successfully DDos a distributed 

system such as we have proposed, the 

attacker must DDoS every single bootnode 

in the private network. The individual or 

institution would be immediately located if 

that would occur. Each node is implemented 

with a Byzantine fault tolerance algorithm, 

which helps locating failed nodes in the 

system. 

Authentication vulnerability: 

Each individual is identified and 

authenticated by the system by presenting 

an electronic ID from Auðkenni and the 

corresponding 6-digit PIN in the voting 

booth. Without supervision, an individual 
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could vote for multiple people, if the 

individual had knowledge of the PIN for 

each corresponding electronic ID he has. To 

further address this vulnerability in the near 

future, a biometric scan could be 

introduced. 

Sybil: Sybil attack is known against 

centralized systems, where an individual 

creates a large amount of nodes in an 

attempt to disrupt network operation by 

hijacking or dropping messages. Since our 

proposal is running in a private network no 

individual has the access to create one. 

Even the consensus protocol that is used in 

our system is prone Sybil attacks.Private 

blockchains solve many of today’s security 

problems using strong cryptography 

features and the limited access to the ledger, 

without negating the transparency aspect the 

blockchain technology offers. 

VI. EXISTING MODEL 

(i) Electronic voting (also known as e- 

voting) 

Electronic voting is voting that uses 

electronic means to either aid or take care 

of casting and counting votes.Depending 

on the particular implementation, e- 

voting may use standalone electronic 

voting machines (also called EVM) or 

computers connected to the Internet 

TYPES OF SYSTEM 

Voting machines generally collect and 

tabulate votes in a single machine. 

i. Paper-based electronic voting system 

Sometimes called a "document ballot voting 

system", this voting systems commenced as a 

system where votes are posted and 

enumerated manually, using paper ballots. 

Paper cards or sheets could be manipulated 

by hand, but justified electronically. 

 

 

ii. Direct-recording electronic (DRE) 

voting system 

A direct-recording electronic (DRE) voting 

machine store votes by means of a ballot 

display with mechanical or electro-optical 

components and it is necessary for voter to 

activate (typically buttons or a touch screen); 

that processes data with computer software; 

and that records voting data and images in 

memory components 

iii. Public network DRE voting system 

A public network DRE voting system is an 

election system utilize electronic ballots and 

transmits vote data from the polling place to 

another place over a public network. Vote 

data are transmitted as individual ballots as 

they cast, periodically as batches of ballots 

throughout the election day. This includes 

Internet voting and telephone voting. 

TRADITIONAL  VOTING SYSTEM 

Large professional, social, and special 

interest organizations tend to hold their 

elections through mail-in balloting. These 

systems allow voters to cast their votes from 

virtually any location, and they often 

sacrifice accuracy and privacy. This method 

usually works because organizations that 

uses this system tend not to hold highly 

controversial elections. So many states also 

use mail-in balloting for elections in small 

precincts. Usually voters are supposed to 

submit their ballots in double envelopes for 

privacy. Nonetheless, many people are still 

doubtful about the security of mail-in 

balloting. It is really not possible for voters to 

verify and listed precisely. Adding to that 

verification process can often detect 

procedural problems and large discrepancies 

between the final tally and the number of 
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voters who visited the polls, it usually cannot 

correct inaccuracies. 

 

 
POSTAL VOTING SYSTEM 

Postal voting is voting in an election where 

ballot papers are distributed to electors or 

returned via post. Historically, postal votes 

will be distributed and placed in return mail 

before the scheduled Election Day, it is 

referred to as early voting. Election officials 

may count the votes by processing the 

mailed-in ballots through electronic voting 

machines, or may count the votes manually. 

DISADVANTAGES OF EXISTING 

SYSTEM 

1) Vulnerability to hacking: 

2) Voter verified paper audit trails: 
 

3) Susceptibility to fraud: 
 

4) Accuracy in capturing voters’ intent: 
 

5) Political ties of manufacturers: 
 

6) Malicious software programming: 
 

7) Physical security of machines: 

8) Secure storage of cast votes: 

VII.PROPOSED SYSTEM 

Neumann propounded electronic voting 

criteria, that include:  integrity and reliability 

,anonymity and data confidentiality.This 

generation of addresses does not rely on 

personally identifiable information (PII), but 

allows unambiguous tracking of transactions. 

These transactions are justified. Block- 

chains,can convenant data integrity and 

reliability, voter anonymity, data 

confidentiality. Operator authentication and 

User authentication is mandatory to make 

sure that the person has a right to vote. When 

it is authenticated , a vote from one user will 

be tracked. 

 

 
ARCHITECTURE 

 

 

 

 

 

 rganization, Trusted third party, Voters, 

and Block-chain 

Any institution holds a voter registration list 

as the National Election Committee or 

private companies. Electronic voting systems 

IS be used for presidential elections, 

stockholders meetings.The Bitcoin and the 

proposed voting system are open to make any 

transactions, but it restricts who have right to 

vote in their own organization. So 

authentication for a user is mandatory. The 

three problems associated with this 

organization are; firstly an authentication 

organization should authenticate the voters; 

secondly the authentication organization has 

the voters list, they can potentially 

manipulate the number of voters in their 

nation; thirdly an authentication organization 

could potentially provide the majority of 

nonce mining. By this a trusted third party 

(TTP) is instigated to authenticate voters, like 

proxy. The TTP checks the authenticated 

voter by delineate declaration of vote to the 

authentication organization.A message hash 
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is used for voter authentication without 

exposing identity information. A voter sends 

their secret message hash to the 

authentication organization. Then the 

registered voter, will link the message hash to 

each voter’s identification when they are 

verified. The authentication organization 

decides whether a voter has the right to vote 

or not, according to the voters list, through 

identification information such as Social 

Security Number (SSN). This means that 

when an ID is exposed, then the TTP would 

know exactly who voted for whom. 

Therefore, a secret message hash is needed to 

identify and authenticate valid voters 

between the organization and the TTP 

without directly providing identifying 

information. In our proposed model, we keep 

vote transactions in the block-chain. 

1. Intervening independent block-chain 

maintained by the organization. Block-chain 

collects all the transactions that has been 

casted. It gathers all transactions cast and 

study whether it is authenticated by the 

organization and Trusted Third Party TTP. It 

removes the unauthenticated or invalidated 

transactions. All transaction fees (block- 

chain processing charges) will be paid by the 

organization. The problem arises when there 

are not enough miners providing hash power, 

in which case the independent block-chain 

will not be secure. 

2. Using current Bitcoin block-chain. 

When a block-chain network is used, the 

organization has no worry about having its 

own miners. There are several advantages in 

using the Bitcoin block-chain for voter 

transaction processing 

1. A company or government does not 

need to operate an independent block- 

chain. 

2. There is less risk for transactions been 

forged 

3. Block-chain mining can incur a cost, 

but voters could receive tax benefits 

for voting, thus covering the costs of 

transaction fees while stimulating 

participation. 

 

 
VIII.CONCLUSION 

Our system takes advantage of the 

transparency of smart contract to allow all 

voters to participate in both the recording and 

verification of ballots. It enhances the voters 

’confidence and reduces the waste of election 

resources. Governments and other 

stakeholders will need to address several 

major challenges before blockchains see 

widespread use for e-voting. Although 

blockchains are good at providing security 

and accuracy, public confidence and trust are 

necessary ingredients for BEV’s success. 

Blockchains’ complexity might hinder 

mainstream public acceptability of BEV. 
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