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ABSTRACT: 
This is to propose a real time capturing of a 

system using a Quick Response code in an android 

smart phone. In this method the concept of e-voting 

application is created using an android phone. The 

authentication is done through the scanning of QR 

code via the mobile scanner application. In this 

method the voter has to register using the application 

and the QR code will be provided when the admin has 

to accept the voter based on the voter details. In this 

method the voter details are made to hide in the QR 

code, using multiplexing and DE multiplexing process 

encode and decode the information from single QR 

code with special symbols , splits the data back to 

their QR code pattern. In this method we concentrate 

on the cases where the memory entries and their 

associations form a binary hamming space or an 

infinite square grid particularly, we focus on 

minimizing the number of input clues which is needed 
to retrieve information with small uncertainty.  

The main purpose of implementing this concept 

is to increase the voting percentage and decrease 

corruption. So that the voter is not required to visit 

the voting center to cast the voter. In the proposed 

methodology the concept of e-voting application is 

created using android. The authentication process is 

done by  scanning of QR-Code through the mobile 

scanner application. In this method the voter has to 

register by providing details and by using the 

application, and the QR-Code will be provided once 

the registration is successful. During the process of  

QR-Code scanning the voter will be asked for the 

password. Once the authentication is done the voter is 

made to proceed with the voting process. The main 

purpose of implementing this concept is to increase 

the voting percentage and decrease corruption. So 

that the voter is not required to visit the voting 

Center to cast their vote and also to avoid fake voting. 

I. INTRODUCTION 

Homomorphic encryption is a well-known 

powerful technique with many useful applications. 
Recently it has been applied to design the online 
voting system. Election conducted by paper votes 
are unsustainable. 

Secure e-voting systems are required for casting 
votes using the internet  

Online voting systems not only increases 
sustainability but also reduce the overall cost of 

running election and also increases voter 
participation 

The proper execution of democratic rights has 
become linked to the availability and reliable 

functioning of advanced information and 
communication technology (ICT). While modish 
societies fully rely on Information and 
Communication Technology(ICT) for business, 

work and leisure time activities, the use of 
Information and Communication Technology for 
democratic decision making is still in its root stage. 
In fact, the out date technological concepts for 

voting caused lost and uncounted votes and could 
therefore be responsible for biased political 
decisions making. Countries all over the world are 
examining e-voting, for it has some striking 
advantages over traditional paper voting, including 
security for casting votes, accuracy of counting and 
analyzing votes, options to conduct voting in a 
centralized and decentralized manner, etc.  The e-

voting technology is immature to equivalent levels 
as known for business and leisure time activities 
lies mostly in an inherent lack of trust and fear of 
electronic threats. Most countries are still figuring 

and testing e-voting systems, three cantons in 
Switzerland have pioneered the development of e-
voting to its full technological maturity.  The world 
is always in improvement and growth in 

technology, that's why we should go parallel with 
it, to be able as much as we can get benefit from 
these improvements. 

II. EXISTING WORK 

Electronic voting systems for electorates have 
been in use since  when punched card systems 
debuted. Their first widespread use was in the USA 

where 7 counties switched to this method for the  
presidential election. The newer optical scan voting 
systems allow a computer to count a voter's mark 
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on a ballot. DRE voting machine which collect and 
tabulate votes in a single machine, are used by all 
voters in all elections in Brazil and India, and also 
on a large scale in Venezuela and the United States. 

They have been used on a large scale  but have 
been decommissioned after public concerns. 

Internet voting systems have gained popularity 
and have been used for government elections and 

referendums in municipal elections in Canada and 
party primary elections. 

There are hybrid systems that include an 
electronic ballot marking device (usually a touch 

screen system similar to a DRE) or other assistive 
technology to print a voter verified paper audit 
trail, then a separate machine is used for electronic 
tabulation. 

Existing System is the one in which the 
biometric concept is used where the scanning of 
finger print is done.For some people it is very 
intrusive, because is still related to criminal 

identification.Voters can’t able to come and cast 
their vote from their working location to 
native.Queue system get too late for voters to vote. 

 Lu et al [1] proposed confidentiality-
preserving image search Based On Biometric and 
Fingerprint method. In that work, they said due to 
rapid growth of technology security problems are 
getting increased. Fingerprint scanner and our 

Microsoft scanner have ability to recognize thumbs 
. All the systems that are based on biometric 
mechanisms are client-server architectures which 
system administrator has privileges to manage the 

system. The client machine main application. Here 
a space is given that is displaying text to tell voter 
that you have to press your right thumb on 
Fingerprint scanner and our Microsoft scanner has 
ability to recognize thumbs . If fingerprints are not 
matching with the information that is already stored 
in the server database then it would prompt that 
you are not a registered user but when voter comes 

to scan again then after scanning it would prompt 
that you have already casted vote.This type of 
system is not 100% accurate and it cant be reset 
once compromised. 

  Ara et al [2] proposed   paper-based voting 
systems originated as a system where votes are cast 
and counted by hand, using paper ballots. With the 
advent of electronic tabulation,paper cards or 

sheets could be marked by hand, but counted 
electronically. These systems included punched 
card voting, marksense and later digital pen voting 
system.  

These systems can include a ballot 
marking system or electronic ballot marker that 
allows voters to make their selections using an 
electronic input device, usually a touch screen 

system similar to a DRE. Systems with a ballot 
marking device can incorporate different forms of 
assistive technology.  

In this system there is no scope for 

automation and people who are physically 
challenged find it difficult to cast their votes and its 
also impossible to track honest votes. 

Chen et al [3] proposed homomorphic encryption 

based on quadratic parameters with correction,and 
Direct-recording electronic (DRE) voting system it 
says that the direct-recording electronic  voting 
machine records votes by means of a ballot display  

with mechanical or electro-optical components that 
can be activated by the voter, that processes data 
with computer software and  records voting data 
and ballot images in memory components. After 

the election it produces a tabulation of the voting 
data which is stored in a removable memory 
component(CD,pendrive)and as a printed copy. 
The system may also be used for transmitting 

individual ballots or vote totals to a central location 
for consolidating and reporting results from 
precincts at the central location. These systems use 
a precinct count method which tabulates ballots at 

the polling place. They typically tabulate ballots  
and print the results after the close of polling.This 
process is vulnerable to hacking,the voter verified 
paper audit trails.This method also has the inability 
to detect the presence of hardware and software. 

  Li et al [4], proposed  Bio-Secure Online Voting 
System in which the electronic voting is a great 
improvement over paper systems. Iris recognition 
cannot take place without your permission. Cover 
Image Creation- This is a system generated image 
used for the purpose of steganography which will 
be finally modified into  image and is sent over the 

public channel. Here a 160 bit secret message is 
obtained from a 16 bit secret key. The secret key is 
concatenated with the timestamp value and MD5 
algorithm is applied to get 128 bit hash code for 

that key. 

  Yi et al [5],proposed Homomorphic Encryption 
and Applications and Electronic voting system 
using mobile terminal by using an electronic voting 

system for electronic voting over mobile 
communication network. E-voting system includes 
a mobile terminal, mobile communication server, 
and an e-voting device.  A mobile terminal is a 

device that includes wireless certificate used to 
verify a voter’s identity. A mobile communication 
server connects a mobile terminal to an e-voting 
device for e-voting service. It is used in the process 

of transmitting data used in the e-voting process to 
both entities. It is not allowed to give any type of 
change of data except for deleting ID of a mobile 
terminal coupled with voting. An e-voting device is 

a secure system managed by national organization 
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such as a board of elections or an election 

administration committee. There is no protecti
for user identity.Hacking may occur to tamper data.

 All the above existing work has some certain 
disadvantages they are,the System is little bit 
complex and it has Less security.Hacking may 

occur in voter results. It consumes high amount of 
time. It is cost effective 

III. PROPOSED WORK 

To overcome the existing method of e
which uses concept like bio-metrics, SMS voting, 
etc.In the proposed method the concept of e
application is created using android. The 
authentication is done through the scann
Code through the mobile scanner application. In 
this method the voter has to register using the 

application and the QR-Code will be provided once 
the registration is successful. On scanning the QR
Code the voter will be asked for the password.Onc
the authentication is done the voter is made to 
proceed with the voting process. The main purpose 

of implementing this concept is to increase the 
voting percentage.So that the voter is not required 
to visit the voting centre to cast their vote and also 
to avoid fake voting. System resides in the new 

concept of QR-Code and Scanner Application. 
Candidate details made to hide in the QR
With the help scanner application the QR
scanned and details are retrieved. Here there is no 

chance of increasing the vote count.Then the voting 
is performed. In the proposed system, we are using 
QR code for recognizing image codes using smart 
phones to provide  services that can recognize the 

authenticity of any voter details. QR code verifies 
voter id no by capturing it through the smart phone, 
then decodes and sends it to the server for 
authentication. This forwards the selected voter id 

number list to the server and the response received 
from the server enables the consumer to decide 
based on the voter authenticity. Finally the election 
server, administrator will sort out the final result by 
checking the given information with already 
desired information 
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Figure 1: Flow of the whole QR voting 

system 
 

Figure 1 represents the flow of the whole QR 
voting system and this diagram includes smart 

phone, TTP,QR code generator, QR code.

 

Application of Proposed work 

One of the most widely used mobile OS 

these days is ANDROID and IOS. Android and 
IOS comprises not only operating system but also 
middleware and key applications. A QR Code is a 
two dimensional barcode that is readable by smart 

phones. It can  encode over 4000 characters in a 
two dimensional barcode. QR Codes can also be 
used to display text to the user, to open a URL, 
save a contact to the address book or t
text messages. "QR Code" is a registered trademark 
of DENSO WAVE INCORPORATED. To read 
QR Codes with your smart phone, you need an 
appropriate software installed on your phone.

 The advantages of the proposed work 

includes that This process is Highly secured and 
there is no chance to revote.It also includes 
Scanning recognition.Real time tracking of 
results.Time consumption in this process is 

less.And there is no  chance for hacking the votes.

MECHANISM 

 The mechanism of the QR voting system 
includes four major steps, they are Generating QR
Code Image,Mobile Authentication Module,QR 
Code Scanner Module,Web service client module
.In this module of generating QR code in mobile 
phones we are creating QR Code for encoding the 
information and details about the voter. The voter 
details contains voter id no, voter name, Dob, 
Address . Each pattern is encoded so that it is 

unique and represented each module in QR Code 
with black and white special symbols.QR
hold information more than other bar
format of Quick Response Code includes unique 

Finder Pattern (Position Detection Patterns) located 
at three corners of the symbol and can be used to 
locate the positioning of the symbol, size and 
inclination. 

This module represents the authent
which is used for the voter to login their details for 
the voting processes. Logged voter is redirected to 
the scanner module. Authentication is used as the 

basis and authorization determining whether a 
privilege will be granted to a particular us
process. The validation processes are done on the 
webserver. 
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Figure 2 Validation process 

 Figure 2 shows the validation process 
which is used to scan the QR-Code and read the 
value of the QR-Code inside the mobile. QR
is a matrix bar code designed to be read by 
Smartphone. In QR code contains  black modules 
arranged in a square pattern on a white background. 
The information encoded may be text, a URL, or 
any other data. If the voter selects the candidates, 

the details will directly forward to the server. 

This module has the process of storing the 
selected candidate information from the client, 
which are send through the web service

information’s will be stored in the database. We are 
maintaining a centralized server in order to receive 
the selected voter list from the database through 
internet. In this module the candidate see they data

retrieved from the database. The voter will  use this       
list to perform the voting. This method data 
retrieved from the database. The Voter will use this 
list to perform the voting.The Electronic voting can 

be done in two ways they are SMS voting and 
internet voting. The voter should register first and 
if an voter is already registered means for that voter 
QR-Code can be generated if the voter is new to 
the process heshe had should register and the 
database will generate the QR-Code for the voter. 
Then the voter should download the scan
application to his/her mobile to scan the generated 
QR-Code for the voter. After the scanning process 

the database will ask the password for an 
authentication. Then the voter should perform the 
operation for process to vote. After the 
authentication the voter is proceed to vote by 

selecting candidate post standing. After the 
selecting candidate then select the district and then 
select the ward then voter should select the 
candidate and proceed to vote 

IV. SYSTEM DESIGN 

SYSTEM ARCHITECTURE 
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 Figure 3 shows the QR voting architecture, this 
architectural diagram includes QR code, 
server,system,voter ,android device and database. It 
also represents the functional operation 

whole QR code voting system. 
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select the ward then voter should select the 

candidate and proceed to vote. Then vote is added 
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on the database. The database sends the 
conformation message to voter your vote has been 
successfully registere

Apr 2019 

   Page 4 

 

Figure 3 Architecture of QR code voting 

Figure 3 shows the QR voting architecture, this 
architectural diagram includes QR code, 
server,system,voter ,android device and database. It 
also represents the functional operation of the 

. The Electronic 
voting can be done in two ways they are SMS 
voting and internet voting. The voter should 
register first and if an voter is already registered 

Code can be generated if 
ew to the process heshe had should 

register and the database will generate the QR-
Code for the voter. Then the voter should download 

her mobile to scan 
Code for the voter. After the 

base will ask the 
password for an authentication. Then the voter 
should perform the operation for process to vote. 
After the authentication the voter is proceed to vote 
by selecting candidate post standing. After the 
selecting candidate then select the district and then 
select the ward then voter should select the 

candidate and proceed to vote. Then vote is added 
on the database. The database sends the 
conformation message to voter your vote has been 

The voter should register 

and if an voter is already registered means for 
Code can be generated if the voter is 

new to the process heshe had should register and 
the database will generate the QR-Code for the 

voter. Then the voter should download the 
her mobile to scan the 

Code for the voter.. After the 
authentication the voter is proceed to vote by 
selecting candidate post standing. After the 
selecting candidate then select the district and then 
select the ward then voter should select the 
candidate and proceed to vote. Then vote is added 

on the database. The database sends the 
conformation message to voter your vote has been 
successfully registered



International Journal of Engineering and Techniques

 

ISSN: 2395-1303                                       

V. ALGORITHM USED 

Java is Platform Independent. Java is an object
oriented programming language. It implements a  
security model, which prevents compiled programs 

from illicitly accessing resources on the system 
where they execute or on the network. Popular 
World-Wide Web browsers, as well as some 
World-Wide Web servers  implement Java 

interpreters. These are also used to display 
.Android is a complete set of software for mobile 
devices such as tablet computers, Smartphone’s, 
electronic book readers, notebooks, set

etc. It contains a Linux-based OS, middleware and 
key mobile applications.It can be a  mobile 
operating system,but it is not limited to mobile . It 
is currently used in mobiles, tablets, televisions 

etc.ElGamal Cryptosystem ElGamal cryptosystem 
is very well known (cf. [2] and [5]). We assume 
that the cyclic group (G,q,g) is defined and there 
are n users in the system. Each ith user has its own 
public key yi and secret key xi. The distributed 
ElGamal cryptosystem consists of the following 

algorithms. Key generation: A common public key

Android is a complete set of software for mobile 
devices such as tablet computers, Smartphone’s, 

electronic book readers, notebooks, set
etc. It contains a Linux-based OS, middleware and 
key mobile applications.It can be a  mobile 
operating system,but it is not limited to mobile . 

is currently used in mobiles, tablets, televisions etc.

ElGamal Cryptosystem ElGamal cryptosystem is 
very well known (cf. [2] and [5]). We assume that 
the cyclic group (G,q,g) is defined and there are n 

users in the system. Each i-th user has its own 
public key yi and secret key xi. The distributed 
ElGamal cryptosystem consists of the following 

algorithms. Key generation: A common public key

PK = 

n Y i=1 

yi = gx1+·· ·+xn 

is used in the distributed ElGamal cryptosystem. 

Encryption: To encrypt a plaintext message m 

• Randomly choose an integer r from Z
Computes c1 = gr; • Computes c2 = gm ·PKr. The 
encrypted message is E(m) = (c1,c2). Decryption: 
A common decryption key is not computed. Each 
user computes and broadcasts a partially decrypted 

value, and the final plaintext is revealed by 
combining all partially decrypted values. For the 
ciphertext (c1,c2), decryption proceeds as follows: 
• Each ith user computes c1xi; • All users broadcast 

commitment of computed values H(c1xi); • Each 
ith user broadcasts c1xi and checks if each cxi 1 
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VI. EXPERIMENTAL RESULTS:

   Figure 4 Time verifying graph for QR code 

voting 

 Figure 4 shows and represents the estimated time 
of verifying all submissions and also shows the 

time required to finish the whole process

VII. CONCLUSION 

According to this project I proposed a real time 
capturing system for Voting using Quick Response 

(QR) code in Android Smartphone. QR code 
verifies products by capturing it through the smart 
phone, then decodes and sends it to the server for 
authentication. The Voter forwards the selected 

Candidate to the server and the response receive
from the server enables the Voter to decide based 
on the Candidates authenticity. An interesting 
future study might involve to simulate Voting 

method at different gateway. 
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