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 Abstract: 
 This paper presents a new approach for providing 

limited information only that is necessary for fund 

transfer during online shopping thereby conserving 

customer data and increasing customer confidence and 

preventing identity theft.A cryptographic technique 

based on visual secret sharing used for image 

encryption.Using k out of n (k, n) visual secretsharing 

scheme a secret image is encrypted in shares which are 

meaningless images that can be transmitted or 

distributedover an un trusted communication 

channel.Only combining the k shares or more give the 

original secret image. Phishingis an attempt by an 

individual or a group to thieve personal confidential 

information such as passwords, credit cardinformation 

from unsuspecting victims for identity theft, financial 

gain and other fraudulent activities. The use of images 

is explored to safeguard the solitude of image captcha 

by decomposing the original image captcha into two 

shares that are stored in separate database servers such 

that the original image captcha can be revealed only 

when both are simultaneously available; the individual 

sheet images do not reveal the individuality of the 

original image captcha. Once the original image 

captcha is revealed to the user it can be used as the 

secret code.Several solutions have been proposed to 

tackle phishing. In existing they analyze the honey 

word approach and give some remarks about the 

security of the system. Furthermore, they point out that 

the key item for this method is the generation 

algorithm of the honey words such that they shall be 

indistinguishable from the correct passwords. 

Therefore, they propose a new approach that uses 

passwords of other users in the system for honey word 

sets, i.e. realistic honey words are provided. 

 

1.Introduction 

The main objective of this project is to safeguard 

customer data and prevent phishing attack during 

online shopping by using visual cryptography and 

steganography. A brief survey of related work in the 

area of banking safety measures based on 

steganography and visual cryptography is presented in 

this section. A customer authentication system using 

visual cryptography is presented in but it is 

specifically designed for physical banking. A signature 

based authentication system for core banking is 

proposed in but it also requires physical presence of 

the customer presenting the share. Proposes a 

combined image based steganography and visual 

cryptography authentication system for customer 

verification in core banking. In this paper, a new 

method is planned, that uses text based steganography 

and visual cryptography, which minimizes information 

sharing between consumer and online merchant but 

enable flourishing fund transfer from consumer’s 

account to merchant’s account thereby safeguarding 

consumer information and preventing misuse of 

information at merchant side. The method proposed is 

specifically for E-Commerce but can easily be 

extended for online as well as physical 

banking.Identity theft is the stealing of someone’s 

identity in the form of personal information and 

misuse of that information Online shopping is the 

retrieval of product information via the Internet and 

issue of purchase order through electronic purchase 

request, filling of recognition or debit card information 

and shipping of product by mail order or home 

delivery by courier. Identity theft and phishing are the 

common dangers of online shopping for making 

purchase and opening of bank accounts or arranging 

credit cards. In 2012 consumer information was 

misused for an average of 48 days as a result of 

identity theft.Phishing is a criminal mechanism that 
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employs both social engineering and technical 

subterfuge to steal consumers’ personal identity data 

and financial account credentials. In 2ndquarter of 

2013,Payment Service, Financial and Retail Service 

are the most targeted industrial sectors of phishing 

attacks. Secure Socket Layer (SSL) encryption 

prevents the interception of consumer information in 

transfer between the consumer and the online business. 

However, one must still trust merchant and its 

employees not to use customer information for their 

own purchases and not to sell the information to 

others. 

 

 

2. Existing system 
Phishing web pages are forged web pages that are 

created by malicious people to imitate Web pages of 

real websites. Most of these kinds of web pages have 

high visual resemblance to scam their losses. Some of 

these kinds of web browsers look exactly like the real 

one. Victims of phishing web browsers may expose 

their bank account, password, credit card number, or 

other important information to the phishing web page 

owners. It includes techniques such as tricking 

customers through email and spam messages, man in 

the middle attacks, installing key loggers and screen 

captures. 

2.1. Demerits 
Does not give a friendly environment to encrypt or 

decrypt the data (images). It supports with only one 

kind of image format. For example, if it is .jpg, then it 

supports only that same kind of image format only.It is 

the most critical measurement to evaluate the 

effectiveness of a VCS. 

2.2 Problem Identification 
 The problem is that CA does not know to 

which bank to forward the cover text obtained from 

combine two shares. It can be solved by adding 9 digit 

routing or shipment number of bank with client 

authentication information. Now one share is kept by 

the customer and the other share is kept in the database 

of the certified authority. During shopping online, after 

selection of desired item and adding it to the cart, 

favored payment system of the merchant directs the 

customer to the Certified Authority entry.In the portal, 

shopper submits its individual share and merchant 

submits its own account details. Now the CA 

combines its own share with shopper’s share and 

obtains the original image. From CA now, merchant 

account details, cover text are sent to the bank where 

customer authentication password is recovered from 

the cover text. Customer authentication information is 

sent to the merchant by CA. Upon receiving client 

authentication password, bank matches it with its own 

database and after verifying legitimate customer, 

transfers fund from the customer account to the 

submitted merchant account. After receiving the fund, 

merchant’s payment system validates receipt 

ofpayment using customer authentication information. 

Phishing is a form of social engineering. Phishing 

attacks use email or dangerous websites to solicit 

personal, often financial, information. Attackers may 

send email seemingly from a reputable credit card 

company or financial institution that request account 

information, often suggesting that there is a problem. 

When users respond with the requested information, 

attacker can use it to gain access to the accounts. 

 

3. Proposed system 
Proposed System, Visual Cryptography (VC), method 

based on visual secret sharing used for image 

encryption. Secure Socket Layer (SSL) encryption 

prevents the interception of customer information in 

shipment between the consumer and the online 

merchant. In this paper, a new technique is proposed, 

that uses text based steganography and visual 

cryptography,which minimize information sharing 

between consumer and online merchant.VCS is a 

cryptographic technique that allows for the encryption 

of visual information such that decryption can  

perform using the human visual scheme. HMAC 

Algorithm is used for phishing detection and 

prevention. We are proposing a new method to find 

the phishing website. Our methodology is based on the 

Anti-Phishing Image Captcha validation system using 

visual cryptography.It prevents password and other 

confidential information from the phishing websites. 

Cryptographic technique: (2, 2)- Threshold VCS 

scheme(n, n) Threshold VCS scheme, (k, n) Threshold 

VCS scheme are used in this proposed scheme.The 

below diagram shows the architecture diagram of our 

proposed system: 
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These are the various stages of the project

  

1. User and admin authentication 

2. Captcha encryption 

3. Captcha decryption 

4. Customer merchant 

5. Amount transaction 

6. Transfer to fund 

1. User and admin authentication 
It performs log on for basic form authentication. User

can use these login modules to perform authentication 

with user ID and password. The logic modules used 

for authentication with client certificates. 
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r basic form authentication. User 

can use these login modules to perform authentication 

. The logic modules used 

 

2. Captcha encryption 
 This module describes the signup 

form captcha as encrypt and make it as image format 

to access the user login page for security purpose.

 

 

3. Captcha decryption 
This module prescribes the encrypted captcha 

image to bind the captcha

stenography image to protect from attacks. From this 

technique we can hide the user authentication process 

from hackers. 

 

4. Customer merchant 

Customer authentication information is sent to the 

merchant by CA. Upon receiving customer password, 

bank matches it with its own databases and after 

verifying, legitimate customer, transfers fund from 

the customer account to the submitt

account.After receiving the fund, merchant’s payment 

system validates receipt of payment using customer 

authentication information. The problem is that CA 

does not know to which bank to forward the cover 
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text obtained from combining two shares.

solved by appending 9 digit routing or transit number 

of bank with customer authentication information.

 

5. Payment Gateway 

Consumer selects item from online shopping portal 

and then is directed to the payment page. Online 

merchant may have its own payment system or can 

take advantage of third party payment system such as 

PayPal, Pay online web moment and others.

 

6. Transfer of fund 
During online shopping, after selection of desired 

item and adding it to the cart, preferred payment 

system of the merchant is directed from the customer 

to the Certified Authority Portal. In the portal, 

shopper submits its own share and merchant submit 

its own account. Consumer selects items from online 

shopping portal and then is directed to the payment 

page. Online merchant may have its own payment 

system or can take advantage of third party payment 

systems such as PayPal, pay online system, Web 

Money and others. In the payment portal consumer 

submit his or her credit. Now one share is kept by the 

customer and the other share is kept in the database of 

the certified authority.  
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4.Discussions
Discussions were made based on the existing system

 
The success rate against reCAPTCHA is the lowest, 

since it uses street views containing house numbers as 

the Captcha. These complicated street view scenarios 

make the extraction of a house number extremely 

difficult, and there is a wide

fonts in real-world house numbers.

reasons explain the lower success rate of our

attack. 
 

5. Conclusion
In this paper, a payment scheme

is proposed by combining text based steganography 

and visual cryptography that provides customer data 

privacy and prevent misuse of data at merchant’s 

side. The system is concerned only with prevention of 

identity theft and customer da

comparison to other banking application which uses 

steganography and visual cryptography are basically 

applied for physical banking, the 

be applied for E-Commerce with focus 

payment during online shopping as well

banking. 
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it uses street views containing house numbers as 

These complicated street view scenarios 

of a house number extremely 

difficult, and there is a wide variation in the choice of 

world house numbers. Both of these 

reasons explain the lower success rate of our 

. Conclusion 
scheme for online shopping 

is proposed by combining text based steganography 

and visual cryptography that provides customer data 

misuse of data at merchant’s 

is concerned only with prevention of 

identity theft and customer data security. In 

comparison to other banking application which uses 

steganography and visual cryptography are basically 

applied for physical banking, the future method can 

Commerce with focus region on 

payment during online shopping as well as physical 
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