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ABSTRACT 

Cloud Storage Service, users can remotely store their data 

to the cloud and realize the data sharing with others. A 

cloud storage system consisting of a collection of storage 

server provides long-term storage services over the 

Internet. Storing data in a third party’s cloud system causes 

serious concern data secrecy. In system the task of 

allowing a third party auditor (TPA) on behalf of the cloud 

client to verify the integrity of the dynamic data stored in 

the cloud. While prior works on ensuring remote data 

integrity often lac   the support of either public audit ability 

or dynamic data operations, this system achieves both.  

First identify the difficulties and potential security 

problems has been direct extensions with fully dynamic 

data updates from prior works and then show how to 

construct an elegant verification scheme for the seamless 

integration of these two salient features in our design 

.System, to achieve efficient data dynamics, to improve the 

existing proof of storage models by manipulating block tag 

authentication. 

Introduction 

The data storage and sharing services provided by the 

cloud, people can easily work together as a group by 

sharing data with each other.Share the latest version of the  

 

 

 

 

 

 

 

shared data with the rest of the group. Due to the existence 

of hardware/software failures and human errors In these 

mechanisms, a signature is attached to each block in data, 

and the integrity of data relies on the correctness of all the 

signatures. Most of the previous works   focus on auditing 

the integrity of personal data. 

Existing System 

In Existing the document or file which is being stored by 

client in the cloud computing means that was stored 

entirely due to this someone can able to hack that so, 

hacker can able to see all the information’s of the uploaded 

file.The system model involves five kinds of different 

entities: the cloud, the user, the sanitizer, the Private Key 

Generator (PKG) and the Third Party Auditor The cloud 

provides enormous data storage space to the user. Through 

the cloud storage service, users can upload their data to the 

cloud and share their data with others. The user is a 

member of an organization, which has a large number of 

files to be stored in the cloud. The sanitizer is in charge of 

sanitizing the data blocks corresponding to the sensitive 

information (personal sensitive information and the 

organization’s sensitive information) in the file, 

transforming these data blocks’ signatures into valid ones 
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for the sanitized file, and uploading the sanitized file and 

its corresponding signatures to the cloud.The PKG is 

trusted by other entities.When the TPA need to check the 

integrity of the sanitized file stored in the cloud ,it sends an 

auditing challenge to the cloud. And then, the cloud 

responds to the TPA with an auditing proof of data 

possession. , The TPA checks the integrity of the sanitized 

file by checking whether this auditing proof is correct or 

not.To efficiently support data sharing with sensitive 

information hiding in identity-based integrity auditing for 

secure cloud storage, our scheme is designed to achieve 

the following goals: 1) The correctness: 

Proposed System 

 Here we are providing better security in owner’s upload 

side as well as on the download side. 

For better security client splitting that single file into nine 

different blocks and providing a unique identification 

number for each block. 

Using Honor Algorithm we are converting a block tag into 

secret value using ASCII value. 

   In order to achieve data sharing with sensitive 

information hiding, we consider making use of the idea in 

the sanitizable signature [30] to sanitize the sensitive 

information of the file by introducing an authorized 

sanitizer.  However, a lot of chameleon hashes exhibit the 

key exposure problem. To avoid this security problem, the 

signature used in [30] requires strongly unforgeable 

chameleon hashes, which will inevitable incur huge 

computation overhead [31]. Secondly, the signature used 

in [30] does not support blockless verifiability. It means 

that the verifier has to download the entire data from the 

cloud to verify the integrity of data, which will incur huge 

communication overhead and excessive verification time 

in big data storage scenario. Thirdly, the signature used in 

[30] is based on the PKI, which suffers from the 

complicated certificate management. 

Client      

An entity, which has large data files to be stored in the 

cloud computing and relies on the  

cloud computing for data maintenance and computation, 

During login for a client here an OTP was generated and 

that was sent to the registered mail id using that OTP only 

a client can login. 

Trusted Party Auditor (TPA) 

This using a public auditing in proposed an entity, which 

has expertise and capabilities that clients do not have, is 

trusted to assess and expose risk of cloud computing 

storage services on behalf of the clients upon request.For 

better security  using an AES algorithm 128 bit security.sd

 

             Fig :Systematic Design 

Experimental Analysis 

The user can also encrypt data before outsource it into the 

cloud server with encryption techniques .A significant 

research area for system protection, data access control has 

been evolving in the past thirty years and various 

techniques have been developed to effectively implement 

fine-grained access control, which allows flexibility in 

specifying differential access rights of individual users. 

Traditional access control architecture usually assume the 

servers storing the data are in the same trusted domain, 

where the servers are fully entrusted as an omniscient 

reference monitor responsible for defining and enforcing 

access control policies. 

In order to verify the integrity of the data stored in the 

cloud, many remote data integrity auditing schemes have 

been proposed. To reduce the computation burden on the 
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user side, a Third Party Auditor (TPA) is introduced to 

periodically verify the integrity of the cloud data on behalf 

of user. Ateniese et al. [2] firstly proposed a notion of 

Provable Data Possession (PDP) to ensure the data 

possession on the untrusted cloud. In their proposed 

.scheme, homomorphic authenticators and random 

sampling strategies are used to achieve blockless 

verification and reduce I/O costs. Juels and Kaliski [3] 

defined a model named as Proof of Retrievability (PoR) 

and proposed a practical scheme. In this scheme, the data 

stored in the cloud can be retrieved and the integrity of 

these data can be ensured. Based on pseudorandom 

function and BLS signature, Shacham and Waters [4] 

proposed a private remote data integrity auditing scheme 

and a public remote data integrity auditing scheme. 

In order to protect the data privacy, Wang et al. [5] 

proposed a privacy-preserving remote data integrity 

auditing scheme with the employment of a random 

masking technique. Solomon et al. [6] utilized a different 

random masking technique to further construct a remote 

data integrity auditing scheme supporting data privacy 

protection. This scheme achieves better efficiency 

compared with the scheme in [5]. To reduce the 

computation burden of signature generation on the user 

side, Guan et al. [7] designed a remote data integrity 

auditing scheme based on the indistinguishability 

obfuscation technique. Shen et al. [8] introduced a Third 

Party Medium (TPM) to design a light-weight remote data 

integrity auditing scheme. In this scheme, the TPM helps 

user generate signatures on the condition that data privacy 

can be protected. In order to support data dynamics, 

Ateniese et al. [10] firstly proposed a partially dynamic 

PDP scheme. Erway et al. [11] used a skip list to construct 

a fully data dynamic auditing scheme. Wang et al. [12] 

proposed another remote data integrity auditing scheme 

supporting full data dynamics by utilizing Merkle Hash 

Tree. To reduce the damage of users’ key exposure, Yu et 

al. [13–15] proposed key-exposure resilient remote data 

integrity auditing schemes based on key update technique 

[16]. 

Experimental Results 

 

In this subsection, we evaluate the performance of the 

proposed scheme by several experiments. We run these 

experiments on a Linux machine with an Intel Pentium 

2.30GHz processor and 8GB memory. All these 

experiments use C programming language with the free 

Pairing-Based Cryptography (PBC) Library [35] and the 

GNU Multiple Precision Arithmetic (GMP) [36]. In our 

experiments, we set the base field size to be 512 bits, the 

size of an element in  to be |p| =160 bits, the size of data 

file to be 20MB composed by 1,000,000 blocks, and the 

length of user identify to be 160 bits. 

 

 Fig: Experimental Result 

Conclusion 

A  privacy-preserving public trusted third party auditing 

system for data storage security in Cloud Computing. We 

utilize the homomorphic authenticator and random 

masking to guarantee that TPA would not learn any 

knowledge about the data content stored on the cloud 

server during the efficient auditing process, which not only 

eliminates the burden of cloud user from the tedious and 

possibly expensive auditing task, but also alleviates the 

users’ fear of their outsourced data leakage. The TPA may 

concurrently handle multiple audit sessions from different 
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users for their outsourced data files, we further extend our 

privacy-preserving public auditing protocol into a multi-

user setting, where TPA can perform the multiple trusted 

third party auditing tasks in a batch manner. 
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