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1. Introduction:  

 

After the search engine, social network is another hot 

Web application which involves the user as an active 

element in the transactions.The success of social 

networking websites, such as Facebook, MSN 

Spaces, and others, shows the revolution of Web 

2.0.Users have their “second life” on the web, a 

virtual environment to meet friends, discuss opinions, 

play online games and share information. Currently, 

different social networking websites use different 

ways to store and display information about a user- 

user’s Web profile.Also, due to business and privacy 

concerns, services from different providers 

communicate less and only provide basic important  

functions which should be manually driven by the 

users.As a result, the users’ preferences for different 

social networking websites make the exchange of 

friends’ information problematic. The method 

presented in this paper may be applied, for example, 

in creating a Web-based people search facility. This 

facility could be used to search for individuals in a 

number of social networks and produce a 

consolidated result with duplicated user profiles 

identified and their profiles “summarized”.This 

would be a step forward compared to current people  

 

Search engines, which produce separate search 

results for each social network.Another application 

might include a super social network website to 

provide a single environment for users to access their 

virtual life. Users could link their accounts from 

different social networks and the super networking 

website would consolidate all their details and 

friends’ profiles.In this way, the user would have a 

simple and effective way of keeping up-to-date with 

their friends’ activities and communicating with them 

across all social networks from a single environment. 

For a user of multiple social networks, there is 

increased overhead in keeping up-to-date with 

friends’ activities. There is also increased complexity 

in choosing the “right” communication platform; that 

being simply the one used by a particularfriend of the 

user at a particular time. Taken from a different 

perspective, people searching becomes another 

challenge. As people are registered on one or more 

websites, performing a simple search across a 

number of social networking websites only produces 

separate (but possibly overlapping) results for each 

social network domain. 
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Abstract: 
 

    Today, more and more people have their virtual identities on the web. It is common that people are users of more than one 

social network and also their friends may be registered on multiple websites. A facility to aggregate our online friends into a 

single integrated environment would enable the user to keep up-to-date with their virtual contacts more easily, as well as to 

provide improved facility to search for people across different websites. In this project, we propose a method to identify users 

based on profile matching. We use data from two popular social networks to study the similarity of profile definition. We 

evaluate the importance of fields in the web profile and develop a profile comparison tool. We demonstrate the effectiveness 

and efficiency of our tool in identifying and consolidating duplicated users on different websites. 
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Allowing end users to reset their password or unlock 

their account poses risks. It is not uncommon for an 

attacker to masquerade as a valid user to steal 

credentials. To ensure that only the intended users 

access the self-service portal, stringent authentication 

procedures to establish users’ identities are 

mandatory.To ensure that only authorized users 

access the self-service login portal, ADSelfService 

Plus employs the following authentication methods to 

verify the identity of users: 

1.Security questions and answers 

2..SMS and email verification codes 

3.Google Authenticator 

Administrators have the flexibility to choose all 

authentication procedures or a combination of the 

available methods based on their needs.

Fig1: working of user identification 

 

 
 

2. Literature Review 

 

Perito et al. [1] presented a scheme to linking 

multiple online profiles using usernames. For that 

they devise an analytical model to identify the 

uniqueness of a username which can be used to 

assign a probability to a single username from two 

different online services. The same model was used 

for the user identification when usernames are 

different across many online services. Their method 

identifies the uniqueness of usernames and shows 
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et al. [1] presented a scheme to linking 

multiple online profiles using usernames. For that 

they devise an analytical model to identify the 

uniqueness of a username which can be used to 

assign a probability to a single username from two 

ervices. The same model was used 

for the user identification when usernames are 

different across many online services. Their method 

identifies the uniqueness of usernames and shows 

that users will choose their usernames from a small 

set and reuse them across multiple services. 

 

Liu et al. [2] deals with a way to differentiate users 

with the same usernames. This approach was used for 

automatic acquisition of training data that is based on 

the following two observations. Rare usernames are 

owned by a single natural person and commo

usernames are owned by different natural person. 

Using n-gram probability of a username they 

estimated the rareness or commonness of a username. 

The training instance shows the positive or negative 

nature of the usernames. From that they verified the 

effectiveness of the classifiers trained with the 

automatically generated training data and 

differentiated users with the same usernames. 

 

R. Zafarani and H. Liu [3] analyzed the cross

communities. Here cross -communities refers to 

multiple websites. They performed mapping among 

identities across multiple websites and provided a 

method for connecting these websites. This approach 

is based on the concept that usernames appear in the 

URLs of the profile web pages. They use this 

principle to extract username set

for user identification. Their observation shows that 

usernames can be used to identify corresponding 

usernames in various communities. But the main 

challenge is that the same usernames does not 

necessarily guarantee the same identity.

 

Acquisti et al. [4] addressed the user identification 

task using profile photos. They conducted the 

experiment on Facebook using face recognition 

algorithm. Facebook profile photos are visible to all 

by default. Most of the embers use photos of them as 

primary profile image and use real first and last 

names on their profiles. Face recognition of everyone 

or everywhere or all the time is not yet feasible. Both 

screen name and profile image can identify users but 

they cannot be applied to large social media 

networks. This is because some users may have the 

same screen name and profile images.

 

The author Rashid Alihas proposed a 

framework for seed user identification across 

multiple online social networks 

2017 thatpresents  hybrid personal information 

based approach to identify users across multiple 

online social networks. In this work, he utilize one 

content feature; `cross link posts' and one network 

feature; `following network' relation to identify 

unique seed users' across two social networks 

containing syntactically similar usernames namely, 

Twitter and Instagram. Matching user's `following 
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network' relationship using native approximate 

distance (Levenshtein) method, it is found that one 

cross link can give on an average 52 seed users. 

This result can be used as preprocessing step for 

large scale user identification across multiple social 

networks. 

 

The author Jan Voseckyhas proposed a paper 

“User identification across multiple social networks”[

6] in the year 2009thata method to identify users 

based on profile matching. We use data from two 

popular social networks to study the similarity of 

profile definition. We evaluate the importance of 

fields in the web profile and develop a profile 

comparison tool. We demonstrate the effectiveness 

and efficiency of our tool in identifying and 

consolidating duplicated users on different websites. 

 

The author Shuo Fenghas proposed a paper “User 

Identification across Social Networks Based on 

Global View Features”[7] in the year 2017 that 

presents a the notion of user global view features, 

which represent the location of users in the 

network. Then, they present an iterative two-stage 

algorithm (GAUI) using Global view features with 

user Attribute features to solve User Identification. 

In GAUI, we iteratively update pairwise similarity 

and predict new matching users. Certainly, they 

present a community based core anchor link filter 

strategy to reduce the computation cost, and present 

a stable matching based mapping strategy to 

improve the accuracy. At last, the experiments 

conducted on two real-world aligned networks 

demonstrate that our method has better 

performance on precision and recall. 

 

The author Zheng Fang has proposed a paper “A 

co-training method for identifying the same person 

across social networks”[8] in the year 2017 that  

introduce.The current solution to this problem 

focuses on using only profile matching or relational 

matching method. Some other methods take the two 

aspect of information into consideration, but they 

associate the profile similarity with relation 

similarity simply by a parameter. The matching 

results on two dimensions may have large 

difference, directly link them may reduce the 

overall similarity. Unlike the most of the previous 

work, we propose to utilize collaborative training 

method to tackle this problem. We run experiments 

on two real-world social network datasets, and the 

experimental results confirmed the effectiveness of 

our method. 

 

 

3. Proposed Protocol. 

 

Proposed  protocol consist of: 

 

� Vector-Based Comparison 

� Exact Matching 

� Partial Matching 

� Fuzzy Matching 

Vector-Based Comparison 

Each user profile is represented as a vector. Similar 

to the approach used in web search engines , which 

represents websites as vectors consisting of document 

words, a profile vector represents profile data fields 

(e.g., phone number, date of birth,etc.). An n-

dimensional vector would represent n different 

profile fields for a particular person. Comparison of 

any two vectors P1 and P2 consists of two stages. In 

the first stage, the algorithm utilizes string matching 

functions to calculate a similarity score between 

corresponding vector fields. A similarity vector is 

obtained as a result of this operation 

 

Exact Matching 

The first category of matching functions uses simple 

comparison operations to check equality of data 

fields. Matching functions of this type produce a 

Boolean result. For example, we may use an exact 

field matching function to match “gender”. 

 

Partial Matching 

 

Partial matching functions allow matches of parts of 

data fields. They are useful in cases where the user-

entered data contains abbreviations, misspellings or 

in the case of missing data in a complex data type 

(e.g., address). The following is a multi-purpose 

substring match function. This function might be 

used from within another partial matching function to 

enable matching of more complex data types. An 

example of such a function is addressed matching. 

The following function allows for partial matches of 

addresses. As mentioned in Problem 1, this function 

takes a vector representation of the complex data 

field “address” as input to calculate a similarity. 

Fuzzy Matching 

 

When analyzing certain profile fields, we may 

require more complex logic when calculating a 

similarity score. When comparing two users’ names, 

for instance, we need to deal with cases of 

misspelling, initials, nicknames, etc. In this case, 

simple substring matching might not produce the 
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desired results. Algorithm 1 presents a string 

comparison function VMN, used for matching two 

persons’ names. It is designed for full and partial 

matches of names consisting of one or more words. 

Expected outcome 

- The system will identity the user across the 

multiple websites. 

- The system will identify duplicated users 

using a combination of profile information 

- The system will help in finding the fake 

accounts over social websites. 

- System will provide the efficient and useful 

GUI through which using single user name  

 

 

 

 

 

 

4. Conclusion: 

 

In this project, we will examine the Web profiles 

from two different social networking websites 

and study fields in the profiles which are suitable 

for the profile-comparison process. Our profile 

comparison algorithm uses profile field matching 

methods and a similarity scoring system to 

effectively identify duplicated users using a 

combination of pro- file information. Our 83% 

success rate in identifying duplicated users is 

evidence that user identification based on their 

Web profiles is conceptually and practically 

possible. As seen from the test data, lots of 

users’ profiles contain partial, ill-formed or 

missing (possibly undisclosed) data. There is a 

large space for further research and development 

in the area of user identification based on their 

uncompleted profiles and there is also 

opportunity to extend this process by considering 

other factors, such as friend connectivity’s. 
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