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I. INTRODUCTION 
 

 Cloud computing is a replica that provides 

vast computation ability and vast memory space at 

a low cost . It enables users to obtain prospect 

services irrespective of time and location 

diagonally numerous platforms and thus brings 

great ease to cloud users. In today’s critical edge 

technology scenario, security and accuracy of data 

is a big challenge[1]. The huge development in 

internet technology in the previous few years now it 

is a real challenge for the sender  to send private 

data from one computer to another computer. There 

is no assurance that between sender and receiver 

there is no one is intercepting those private data 

provided the data is not encrypted or correctly 

protected. The security uniqueness of data has now 

become a very important issue in data 

communication network[2].One cannot send any 

private or main message in raw form from one 

computer to another computer as any hacker can  

 

 

 

 

 

 

 

 

 

 

 

 

 

intercept that confidential message or important 

message[3]. There is no security that the message 

will not be intercepted by any person. The data 

should be protected from any unwanted intruder 

otherwise a huge calamity may happen all of a 

sudden. It is an rising study area where the people 

are  

trying to build up some good encryption algorithm 

so that no impostor can capture the encrypted 

data.[5] 

II. LITERATURE SURVEY 

 In this paper  L.Rodero-Merino,L.M 

Vaquero, J.Caceres and M.Linder introduced by a 

Cloud computing to get a complete definition of 

what a Cloud is, using the main characteristics 

normally linked with this pattern in the literature. In 

this paper pays much attention to the Grid 

paradigm, as it is often confused with Cloud 

technologies. Various definition has studied then 

very few definition containing the essential 

characteristics. We also describe the associations 

and distinctions between the Grid and Cloud 

approaches[1]. 
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Abstract: 
 We have developed secure data sharing in cloud computing system using Hashing algorithm based QR code 

encryption. Cloud computing thereby brings many profit for the users. But, a crisis exists when a user needs to outsource the 

expensive information in cloud. Security is a fundamental component of every network design. Authenticity and Security of 

data is a big challenge  When  planning, building, and operating a network. In this paper, to solve the crisis, we planned a new 

method to validate the digital documents. Our application is a new technique, where the Details scheduled in a sample 

authorization will be encoded in QR Code in encrypted form, so that if an impostor tries to change the text details in Passport 

still user cannot do that in the QR Code, because the encryption key is unknown to user .Finally, we provide implementation 

results of the proposed scheme to  practically.  It  gives advanced secure sharing of data in cloud computing. 
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 In this paper M.Franklin and D.Boneh 

proposed by a fully functional identity-based 

encryption scheme (IBE). The scheme has 

particular cipher text security in the random oracle 

model presumptuous a difference of the 

computational Diffie Hellman problem. Our system 

is based on bilinear maps between groups. They 

proposed that correct definition for secure identity 

based encryption schemes and give different 

applications for such systems.[2] 

 In this paper , B.Li and H.Li, B.wang, 

presented by public auditing for shared data with 

efficient user revocation in the cloud. Sharing 

services in the cloud and with data storage, users 

can simply modify. dissimilar blocks in shared data 

are normally signed by different users due to data 

modifications performed by different users. To 

make sure shared data consistency can be verified 

publicly, users in the group need to compute 

signatures on all the blocks in shared data. For 

security reasons, once a user is revoked from the 

group, the blocks which were before signed by this 

revoked user must be re-signed by an obtainable 

user[3]. 

 In this paper J.Liu, S.tang, X.Huang, 

Y.xiang, K.Liang, L.Xu and J.zhou ,proposed by 

An accurate analysis on the shared data provides an 

array of benefits to both the society and individuals 

and Data sharing has never been easier with the 

advances of cloud computing,. Data sharing with a 

big number of participants  take into account many 

issues, including effectiveness, data reliability and 

privacy of data owner[4]. 

In this paper M. Stojmenovic, S. Ruj and A. Nayak,  

proposed by the secure data storage in clouds for a 

new decentralized access. The cloud verifies the 

validity of the run without knowing the user’s 

identity in the proposed scheme. Our feature is that 

only valid users can able to decrypt the stored 

information. It prevents from the replay attack [5]. 

 

III. PROBLEM DEFINITION 
 Unease nearby the external management 

of security based services. The issues without the 

agreement of cloud computing are due to large part 

to the private & public sectors. It’s the very nature 

of cloud computing based services, private or 

public, that support external management of 

provided services. The specific problem addressed 

in this paper how to construct a basically hashing 

algorithm tool to achieve the above security goals. 

We also note that that there exist other security 

issues that are equally important for a practically 

system of data sharing, such as the authenticity and 

availability of the shared data. 

 IV. PROPOSED SOLUTION 

 In this paper we are find the better way for 

the secure data. It seems that the concept of hashing 

algorithm might be a promising approach that 

fulfils the aforementioned security requirements’ 

for data sharing. So we are think about the how 

secure the data in cloud computing and that’s why 

we are using the OR code for security. Hashing 

algorithm features a mechanism that enables a 

sender to append to the encrypt data such that the 

receiver can scanning the QR code and decrypt the 

data. The QR code is 1
st
 scanner that protects you, 

your Data, and your identity from online threats by 

checking the safety of websites linked to QR codes 

before they get load on your mobile device. 

As indicated in figure, A hashing algorithm and QR 

code based data sharing system work as follow: 

Step1: The sender uploads the data and shared with 

the receiver. 

Step2: When sender send the data to the receiver 

the QR code generate automatic for particular key. 

Step3: After receiver receive the data, he logging 

the Id and scanning QR code. If receiver are 

authorise person he can see the data otherwise 

cannot see the data. 

 

V. METHODOLOGY 
 When it comes to the hash term in the 

digital world, it usually refers to a cryptographic 

hash. This is basically the "fingerprint" of some 

data. A hash is a random-looking string of 

characters that individually identifies the data in 

question, just as it identifies your fingerprint. You 

can copy any data, either a file (such as a music 

MP3 or spreadsheet) or just a string of characters 

(such as a password). Find the hash when you are 

running data using a hash generator. Whenever you 

have the same data, you will get the exact same 

hash value as a result. 

A. HASHING USED FOR 
• Check the files 

• Password memory 

• Database storage 

B. DIFFERENT FROM CRYPTOGRAPHY 
 Cryptography is a two-way function. The 

data is encrypted to decrypt it at another time. This 

is the only good way to securely store or move 

data. However, hashing should never be reversed. It 

is not intended to be a secure way to store or move 

data, but is used exclusively as an easy way to 

compare two blocks of data. Furthermore, hashing 

always produces a fixed length value. Take the 

previous example of MD5 hash. For beginners, data 

blobs have different dimensions, but the resulting 

hashes are exactly the same length. Encryption, on 

the other hand, produces cryptographic text whose 

size is directly proportional to the original data size. 

C. CRYPTOGRAPHIC HASH FUNCTIONS 
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1. MD5: - The Message Digest 5 algorithm 

produces 128-bit hashes in length, expressed as 32 

hexadecimal characters. Introduced in 1991. 

2. SHA - The Secure Hashing Algorithm is 

available in different formats. The most commonly 

used for common purposes at the moment are SHA-

1 and SHA-256, which produce 160 and 256-bit 

hashes respectively. 

D. ENCRYPTION 

In cryptography, encryption is the process of 

encoding a message or information in such a way 

that only authorized parties can access and 

unauthorized parties cannot access it. 

 

E. TYPES OF CRYPTOGRAPHY 
1. SYMMETRIC KEY / PRIVATE KEY 

 In symmetric key schemes, the encryption 

and decryption keys are the same. The parties that 

communicate must have the same key to obtain 

secure communications. 

2. PUBLIC KEY 

 In public-key cryptography schemes, the 

cryptographic key is published so that anyone can 

use and encrypt messages. However, only the 

receiving party has access to the decryption key 

which allows the reading of messages. Public-key 

cryptography was first described in a secret 

document in 1973, before all cryptographic 

schemes were symmetric keys. 

F. DECRYPTION 
 Decrypting is the process of taking 

encoded or encrypted  text or other data and 

convert it back into text that you or the computer 

can read and understand. This term could be used to 

describe a method for decoding data manually or 

without decrypting data using the appropriate codes 

or keys. 

In this document, we are using the hash algorithm 

and the QR code for total data security. 

G. HASHING ALGORITHM 

 This algorithm maps data in an arbitrary 

state to make it different from the original and 

helps us to maintain data security. This process is 

universal and used by multiple companies 

worldwide. This is a standard process that helps 

protect data hidden from exposure. Cryptography is 

a bidirectional result. The data is processed to be 

originated at a later time. This is the safe way to 

store or use data securely. However, Hashing 

should never be the same. It is not intended to be a 

secure way to store or move data, but is used 

exclusively as an easy way to compare two data 

samples. Furthermore, hashing always produces a 

fixed length value. 

 

VI. PROPOSED WORK 

 In this paper we are trying to secure the 

data in cloud. The problem is that user can access 

cloud or internet using any browser. Consider the 

user is using Gmail accounting for accessing its 

data and suddenly his browser shut down but user 

is still login. Next time another user or anyone open 

the browser there is option to restore it. After 

clicking on restore the browser will open all tabs 

which was previously open and in this case the 

Gmail account is open so another user can access 

its data.  

The solution on that problem is we have to provide 

key or password to each and every data, file, 

multimedia etc file in the cloud. So if the above 

problem is occurs then another user cannot access 

anyone’s data because everything is key protected.  

In our project, Forward secrecy is used for 

advanced security. Revoke user can’t access the 

previous or subsequent data so that revocable 

identity based encryption technique is used. Data 

providers upload the files into storage server using 

the encryption technique. For the encryption key is 

used and this key provide by the key authority. Key 

authority is responsible for sending the key to data 

provider. 

One thing is that if user create key for shared data 

this key automatically mail to particular user. 

User can create key or password for shared data 

also. We are going to provide two options for 

creating keys 

1. User can create key per data means if user 

shared a particular file, doc etc to more 

than one user then all shared data user can 

have a same key to access the shared data. 

2. User can create key per user means if user 

shared a particular file, doc, etc to more 

than one user then all shared user have 

different keys to access same shared data. 

 Fig(VI .1) . Data transferring by using QR code scanning. 

 

VII. IMPLIMENTED RESULTS 
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Fig(VII .1).Scanning QR code 

 

 
 

Fig(VII .2). After Scanning QR code key is generated 

 

 
Fig(VII .3). Key is matched 

 

 
Fig(VII .4). After matching the key authorized 

person can see the Image. 

 

 
 

Fig(VII .5). After scanning the key, popup is send to the 

unauthorized user. 

 
 
Fig(VII .6).  So the unauthorized user cannot see the actual 

image 

 
 

 

Table1: Format of key generation 

 

VIII.COMPARISON TABLE 
 The result shows the graph of time 

consuming  of the data. In this graph the different 

data can take more time for uploading the data after 

the QR code scanning. Related Graphs are as 

follow: 
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Fig(VIII.1): Graph on data consuming different time (in 

sec)for uploading the data.  
 

 

 
Fig(VIII.2): Graph on data consuming different time (in sec) 

for uploading the data. 

 

IX. CONCLUSION AND 

FUTURESCOPE 

 In this paper we introduced a new 

approach to give secured the data by using hashing 

algorithm with QR code .Cloud computing brings 

great convenience for people. Particularly, it 

perfectly matches the increased need of sharing 

data over the Internet. In this paper, to build a cost-

effective and secure data sharing system in cloud 

computing, with QR code it maintain the security 

of data with increasing accuracy. The increased 

need of allocating the data over the Internet is 

acquired by the Cloud. Cloud computing has 

brought vast comfort for the society and the 

individuals.  The comparison results demonstrate 

that our scheme has advantages in terms of 

efficiency and functionality, and thus is more 

feasible for practical applications. In future, the 

we can also add more security in audio, video files. 

The research can be further extended to implement 

unsolved challenged.  
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