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ABSTRACT:
Attribute-based encryption (ABE) has been widely used in cloud computing where a data
provider outsources his/her encrypted data to a cloud service provider, and can share the data
with users possessing specific credentials (or attributes). However, the standard ABE system
does not support secure deduplication, which is crucial for eliminating duplicate copies of
identical data inorder to save storage space and network bandwidth. In this paper, we present an
attribute-based storage system with secure deduplication in a hybrid cloud setting, where a
private cloud is responsible for duplicate detection and a public cloud manages the storage.
Compared with the prior data deduplication systems, our system has two advantages. Firstly, it
can be used to confidentially share data with users by specifying access policies rather than
sharing decryption keys. Secondly, it achieves the standard notion of semantic security for data
confidentiality while existing systems only achieve it by defining a weaker security notion. In
addition, we put
forth a methodology to modify a ciphertext over one access policy into ciphertexts of the same
plaintext but under other access policies
without revealing the underlying plaintext.
EXISTING SYSTEM:
When a user uploads data that already exist in the cloud storage, the user should be
deterred from accessing the data that were stored before he obtained the ownership by uploading
it (backward secrecy)2. These dynamic ownership changes may occur very frequently in a
practical cloud system, and thus, it should be properly managed in order to avoid the security
degradation of the cloud service. In the former approach, most of the existing schemes have been
proposed in order to perform a PoW process in an efficient and robust manner, since the hash of
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the file, which is treated as a “proof” for the entire file, is vulnerable to being leaked to outside
adversaries because of its relatively small size. a data owner uploads data that do not already
exist in the cloud storage, he is called an initial uploader; if the data already exist, called a
subsequent uploader since this implies that other owners may have uploaded the same data
previously, he is called a subsequent uploader.
DISADVANTAGES:
User deduplication on the client-side, cannot generate a new tag when they update the
file. In this situation, the dynamic Ownerships would fail.As a summary, existing dynamic
Ownerships cannot be extended to the multi-user environment.Whenever data is transformed,
concerns arise about potential loss of data. By definition, data deduplication systems store data
differently from how it was written. As a result, users are concerned with the integrity of their
data.One method for deduplicating data relies on the use of cryptographic hash functions to
identify duplicate segments of data. If two different pieces of information generate the same hash
value, this is known as a collision. The probability of a collision depends upon the hash function
used, and although the probabilities are small, they are always non zero.
PROPOSED SYSTEM:
This Project the goal of saving storage space for cloud storage services also is used for
secure deduplication .but several process have been this same concept for deduplication.
however this project flow some different modules in there . In this case, if two users upload the
same file, the cloud server can discern the equal ciphertexts and store. only one copy of them.
This process some authentication available in some issue for security purpose . through this
process for ensure secured deduplication. A owner wants to outsource data to the cloud and
share it with users possessing certain credentials.The Attribute Authority issues every user a
decryption key associated with users set of attributes. which is considered to be the most
important challenge for efficient and secure cloud storage services in the environment where
ownership changes dynamically. Every time data provider upload file checking from cloud for
save storage purpose . Most of the schemes have been proposed to provide data encryption,
while still benefiting from a deduplication technique. every user get secured key form admin for
security purpose .user can not take any key he can not downloadchipertext file .they can
download only encrypted data. every details manage and maintain by Attribute authority. In this
way, any user who downloads the file, after decryption, can check the correctness of the
decrypted plaintext by matching it to the corresponding tag.To keep the notation succinct, we use
c to denote the combination of the encrypted data and the corresponding access structure
ADVANTAGES:-
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system has two advantages. Firstly, it can be used to confidentially share data with users
by specifying access policies rather than sharing decryption keys. Secondly, it achieves the
standard notion of semantic security for data confidentiality while existing systems only achieve
it by defining a weaker security notion. In addition, we put forth a methodology
methodolog to modify a
ciphertext over one access policy into ciphertexts of the same plaintext but under other access
policies without revealing the underlying plaintext.
System architecture of attribute-based
based storage with secure Deduplication.:

Modules:
In this project we have following Four modules .
i).Data Provider
ii).Cloud
iii).Deduplicaion
iv).Attribute Authority
Data Provider:-

Data provider uploading file to cloud with tag , label and security key , the proposed scheme
guarantees data integrity against any tag inconsistency attack. Thus, security is enhanced in the
proposed scheme.
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CLOUD STORAGE:-

Secure Deduplicationwith the goal of saving storage spacefor cloud storage services,
Douceur et al the first solution for balancing confidentiality and efficiency in performing
deduplication called convergent encryption, where a message is encrypted under a messagederived key so that identical plaintexts are encrypted to the same ciphertexts. In this case, if two
users upload the same file, the cloud server can discern the equal ciphertexts and store only one
copy of them. which may violate the privacy of the data if the cloud server cannot be fully
trusted . This is a client who owns data, and wishes to upload it into the cloud storage to save
costs. A data owner encrypts the data and outsources it to the cloud storage with its index
information, that is, a tag.

Deduplication:-

Data deduplication is a specialized data compression technique for eliminating duplicate
copies of repeating data. Related and somewhat synonymous terms are intelligent (data)
compression and single-instance (data) storage. This technique is used to improve storage
utilization and can also be applied to network data transfers to reduce the number of bytes that
must be sent. In the deduplication process, unique chunks of data, or byte patterns, are identified
and stored during a process of analysis.Deduplication techniques take advantage of data
similarity to identify the same data and reduce the storage space. In contrast, encryption
algorithms randomize the encrypted files in order to make ciphertext indistinguishable from
theoretically random data.
Attribute Authority:
The AA issues every user a decryption keyassociated with user set of attributes At the user
side, each user can download an item, and decrypt the ciphertext with the attribute-based private
key generated by the AA if this user’s attribute set satisfies the access structure.
ALGORITHMS:RSA Algorithm:
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RSA is an algorithm used by modern computers to encrypt and decrypt messages. It is
an asymmetric cryptographic algorithm. Asymmetric means that there are two different keys.
This is also called public key cryptography, because one of them can be given to everyone. The
other key must be kept private. It is based on the fact that finding the factors of an integer is hard
(the factoring problem). RSA stands for Ron Rivest, Adi Shamir and Leonard Adleman, who
first publicly described it in 1978. A user of RSA creates and then publishes the product of two
large prime numbers, along with an auxiliary value, as their public key. The prime factors must
be kept secret. Anyone can use the public key to encrypt a message, but with currently published
methods, if the public key is large enough, only someone with knowledge of the prime factors
can feasibly decode the message.
I).ENCRYPTION ALGORITM
II).DECRYPTION ALGORITHM
III).DEDUPLICATION
ENCRYPTION ALGORITM:Encryption allows information to be hidden so that it cannot be read without special knowledge
(such as a password). This is done with a secret code or cypher. The hidden information is said
to be encrypted.
DECRYPTION ALGORITHM:Decryption is a way to change encrypted information back into plaintext. This is
the decrypted form. The study of encryption is called cryptography. Cryptanalysis can be done
by hand if the cypher is simple. Complex cyphers need a computer to search for possible keys.
Decryption is a field of computer science and mathematics that looks at how difficult it is to
break a cyphe

ISSN NO: 2395-1303

www.ijetjournals.org

5

National Conference on Advancement and Applications of Cloud computing and Big data Analytics (NCAACB-19)

CONCULUTION:
Attribute-based encryption (ABE) has been widely used in cloud computing where a
data provider outsources his/her encrypted data to a cloud service provider, and can share the
data with users possessing specific credentials (or attributes). However, the standard ABE system
does not support secure deduplication, which is crucial for eliminating duplicate copies of
identical data inorder to save storage space and network bandwidth. In this paper, we present an
attribute-based storage system with secure deduplication in a hybrid cloud setting, where a
private cloud is responsible for duplicate detection and a public cloud manages the storage. That
can be used to confidentially share data with users by specifying access policies rather than
sharing decryption keys. In addition, we put forth a methodology to modify a ciphertext over
one access policy into ciphertexts of the same plaintext but under other access policies without
revealing the underlying plaintext.
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