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I  INTRODUCTION:  

Cloud computing is one of the developing 

technology in the current times .It has made the life 

simple by its way of accessing a file anywhere and 

anytime. The requirement of a cloud computing 

technology is simple i.e. an internet connection and 

a device to access internet. It is known for it online 

tools through which one can actually access 

application without installing it on your computer. 

The cloud computing provides an enormous amount 

of storage in which a user can store his data, open 

his files anywhere also with any device. The 

technology has come all its way and now, one can 

share his files to others. Cloud platform provides 

powerful storage services to individuals and 

organizations. It brings great benefits of allowing 

on-the-move access to the outsourced files, 

simultaneously relieves file-owners from 

complicated local storage management and 

maintenance. However, some security concerns 

may impede users to use cloud storage. Among 

them, the integrity of outsourced files is considered 

as a main obstacle, since the users will lose physical 

control of their files after outsourced to a cloud 

storage server maintained by some cloud service 

provider (CSP). Thus, the file-owners may worry 

about whether their files have been tampered with, 

especially for those of importance. 

 

II LITERATURE REVIEW: 
Elavarasi, V et al (2017) As more association get 

further into their cloud activities, their foundations 

turn out to be more intricate - yet as per new 

research they are attempting to keep up the security 

and consistence. This issue has been settled by 

character based information outsourced to trusted 

outsider. In cloud computing, information 

proprietors have their information on cloud server 

and clients (information buyers) can get to the 

information from cloud servers. 

 

Jayasree, P et al (2018) Cloud computing is a 

large-scale distributed computing paradigms for 

Information and Communications Technology 

because of promising vision. Cloud computing 

presents an incredible convenience for 
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organizations to store the data in cloud. However, 

the existing techniques failed to improve the data 

integrity rate and reduce the data accessing time. 

Our main objective is to improve the security of 

cloud storage by considering cryptographic 

techniques. 

 

SalunkheHarshada et al (2018)From the security 

problems, we propose a novel proxy-oriented data 

uploading and remote data integrity checking model 

in identity-based public key cryptography: identity 

based proxyoriented data uploading and remote 

data integrity checking in public cloud .We give the 

formal definition, system model, and security 

model. Then, a protocol is designed using the 

bilinear pairings. 

 

Anusha N et al (2017)Files in the cloud have 

chances of getting misused by a hacker or a 

malicious person. In order to solve this issue, we 

introduce a method where the owner of the file in a 

cloud sent an email notification regarding the file 

modification. The file is uploaded by a group owner 

in a private cloud, users have access to register for 

the group and download the required file. 

 

IDENTITY-BASED OUTSOURCING:  

A user and her authorized proxies can securely 

outsource files to a remote cloud server which is not 

fully trustable, while any unauthorized ones cannot 

outsource files on behalf of the user. The cloud 

clients, including the file-owners, proxies and 

auditors, are recognized with their identities, which 

avoids the usage of complicated cryptographic 

certificates. This delegate mechanism allows our 

scheme to be efficiently deployed in a multi-user 

setting. 

 

ARCHITECTURE OF IBDO SYSTEM 

 
Fig.1. The architecture of IBDO system 

The architecture of our IBDO system is shown in 

Fig. 1. An IBDO system consists of five types of 

entities, that is, fileowners, proxies, auditors, 

registry server, and storage server. Generally, the 

file-owners, proxies and auditors are cloud clients. 

The registry server is a trusted party responsible for 

setting up the system and responding to the clients’ 

registration, and also allows the registered clients to 

store the public parameters of outsourced files. The 

cloud storage server provides storage services to the 

registered clients for storing outsourced files. In 

real-world applications, an organization buys 

storage services from some CSP, and the IT 

department of the organization can play the role of 

a registry server. In this way, the registered clients 

(employees) can take advantage of the storage 

services. 

The file-owner and her authorized proxies can 

outsource files to the cloud server. Specifically, on 

behalf of the owner, the authorized proxy processes 

the file, sends the processed results to the storage 

server, and uploads the corresponding public 

parameters of the file to the registry server. Neither 

the file-owner nor the proxy is required to store the 

original file or the processed file locally. The duty 

of the auditor is to check the integrity of outsourced 

files and their origin-like general log information by 

interacting with the cloud storage server without 

retrieving the entire file. 

 

Adversary Model and Security Goals: An IBDO 

system confronts two types of active attacks. The 

cloud client may impersonate others, specifically, 

she may impersonate an owner or another 

authorized proxy, or abuse a delegation, and in this 

way she can process a file and outsource it to the 

storage server in an unwanted way. On the other 
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hand, a malicious storage server may modify or 

even remove the outsourced files (for example, for 

saving storage space or due to hardware failures), 

especially for the rarely accessed files. Taking into 

account the above realistic attacks, a secure IBDO 

system should satisfy the following requirements: 

• Dedicated delegation: A delegation issued by a 

file-owner can only be used by the specific 

authorized proxy to outsource specified files in a 

designated way. Even the authorized proxy cannot 

abuse it to outsource unspecified files, and multiple 

proxies cannot cooperatively deduce a valid 

delegation for a new warrant to outsource an 

unspecified file.  

 

• Comprehensive auditing: Not only the integrity 

of the outsourced file, but also the log information 

about the origin, type and consistence of the 

outsourced files should be verifiable by the auditors. 

The integrity auditing ensures that the outsourced 

files have been kept intact; the other general log 

information auditing ensures that the file has been 

outsourced in the designated way. With 

comprehensive auditing, an IBDO system can 

provide convincing judicial witnesses to address 

disputes. 

 

Strong security guarantee: Our IBDO scheme 

achieves strong security in the sense that: (1) it can 

detect any unauthorized modification on the 

outsourced files and (2) it can detect any 

misuse/abuse of the delegations/authorizations. 

These security properties are formally proved 

against active colluding attackers. To the best of our 

knowledge, this is the first scheme that 

simultaneously achieves both goals. 

 

MATHEMATICAL BACKGROUND 

Our scheme is built on bilinear groups. Suppose G 

and GT are two cyclic groups with prime order q, 

where G = (g). The group G is a symmetric bilinear 

group if there exists a bilinear map eˆ : G ×G → GT 

such that:  

(1) Bilinearity: ∀h1, h2 ∈ G, and ∀a, b ∈ Z∗q , 

eˆ(ha 1, hb 2) = ˆe(h1, h2)ab;  

(2) Non-degeneracy: eˆ(g, g) = 1 is a generator of 

GT ;  

(3) Efficiency: the map eˆ and group operations in 

G and GT can be efficiently computed.  

CDH Assumption. Suppose G = (g) is a cyclic 

group with prime order q. Given a triplet (g, gα, gβ) 

with α, β ∈R Z∗ q , for any PPT algorithm A, the 

probability in computing gαβ, i.e., Pr[ A(g, gα, gβ) 

= gαβ], is negligible. 

 

Identity-Based Data Outsourcing: IBDOsc 

Given a file M ∈ {0, 1}∗ to be outsourced under a 

valid warrant-delegation pair (W, σw), the 

authorized proxy I Dp partitions the file M into 

blocks such that each block comprises c (1 ≤ c ≤ B) 

sectors, that is, M = (mi,j)r×c where mi,j∈Zq . Then, 

I Dp chooses a random identifier fid ∈R Z∗ q and a 

random value t f ∈R Z∗ q for file M, computes v f = 

gtf,The proxy I Dp continues to create metadata σi 

(1 ≤ i ≤ r) for each file block using his private key 

sk p as follows 

 
Finally, the file tag τ is sent to the registry server, 

while the processed file M∗ that comprises M, fid, 

{σi}1≤i≤r and the first entry of delegation σw is 

uploaded to the cloud storage server and removed at 

the proxy I Dp’s local side. 

 

PROPOSED SYSTEM: 
An efficient cloud scheme with data in the cloud is 

been made. Here we are using the erasure code 

technique for distributing the data to cloud provided 

an option to store, share and access the data from 

cloud storage. Here we are using the double ensured 

scheme for storing data into the cloud. Each and 

every file generates the key-code for auditing. The 

second is each and every split file will encrypt 

before storing into different locations. The shared 

users can edit the file in the cloud with file owner’s 

permission. That file eligible of own public auditing. 

Search and download the files, at the time of 

download user should use the security key. Thus, 

our scheme can completely release data owners 

from the online burden. 

 

Advantages of Proposed System:  
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• which only provide binary results about the 

storage state across the cloud servers, the 

challenge-response protocol in our work 

more provides the localization of data error.  

• Unlike most prior works used for ensuring 

remote data integrity, the new scheme 

supports secure and efficient dynamic 

operations on data blocks, including update, 

delete and append.  

• Extensive protection and act analysis 

demonstrate that the proposed scheme is 

extremely efficient and resilient beside 

Byzantine failure, malicious data 

modification attack, and even server 

colluding attacks.locations and access the 

data from the cloud. 

 

EXPERIMENTAL ANALYSIS  
We conducted experiments on our IBDO scheme 

and the SW schem using Pairing Based 

Cryptography (PBC) library 

(http://crypto.stanford.edu/pbc/). All algorithms and 

protocol were coded using C programming 

language and conducted on a system with Intel(R) 

Core(TM) i5-5200U CPU at 2.20GHz and 2.20 

GHz and 4.00GB RAM in Windows 8. The elliptic 

curve is of type y2 = x 3 + x with |q| = 160 bits and 

E SG = 256 bits. We set l = 160 and = 160. The file 

sectors are of 160 bits size. 

The performance of generating and verifying a 

private key for some user in Regst, and that of 

generating and verifying a delegation in Dlgtn are 

shown in Figure 2. 

 
Fig 2. Performance of Regst and Dlgtn 

 
Fig 3. Performance in a comprehensive auditing 

protocol 

(a) Cloud side. (b) Auditor side. 
Figure 3 demonstrate that our IBDO scheme has 

comparable efficiency as SW scheme at both sides 

of the auditor and cloud storage server in carrying 

out the auditing protocol. For example, for realizing 

0.9 detection probability, the auditor in both 

schemes can finish in less than 1.2 seconds. Also, in 

both schemes, the time cost at the auditor side is 

larger than that at the cloud side, which is 

consistent with the theoretical analysis shown in 

Table II. Note that the former can be shared by 

several auditors in a multi-auditor setting. That is, 

several auditors can cooperatively audit the same 

file to achieve a high detection probability of 

corruption, where each auditor needs only to audit a 

different part of the outsourced file with a low 

detection probability. Lower detection probability 

requires smaller amount of computations so that it 

would be more efficient for each involved auditor 

 

III CONCLUSION: 
Cloud computing is a distributed system where 

users in different domains can share data among 

each other.The investigated proofs of storage in 

cloud in a multi-user setting. Introduced the notion 

of identity based data out sourcing and proposed a 

secure IBDO scheme. It allows the lower to 

delegate her outsourcing capability to proxies. Only 

the authorized proxy can process and outsource the 

le on behalf of the le-owner. Both the le origin and 

le integrity can be varied by a public auditor. The 

identity based feature and the comprehensive 

auditing feature make our scheme advantageous 

over existing PDP/PoR schemes. Security analyses 



International Journal of Engineering and Techniques - Volume 1 Issue 6, Nov – Dec 2015 

ISSN: 2395-1303                                       http://www.ijetjournal.org                           Page 120 

and experimental results show that the proposed 

scheme is secure and has comparable performance 

as the SW scheme. 
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