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I.     INTRODUCTION 
For various cryptographic applications, 
random numbers are necessary. The 
generated sequence is uniformly 
distributed or non-uniformly distributed. 
Random numbers are needed for a wide 
range of application in Science and 
Engineering which require statistical 
random input. The random number 
generator that produces a sequence of 
number i.e. appears random. The two types 
of generator have used 1] True random 
number generator [TRNG]; 2] 
Pseudorandom number generator [PRNG]. 
TRNG generator used for generating 
random data, but have existe
which uses a computational method based 
on certain algorithms produces random 
sequences that repeats are known as 
PRNG. This PRNG is achieved by LFSR 
whose input is a linear function of the 
previous state and the linear congruence 
algorithm. Using a linear congruence 
algorithm requires time consuming
operation and its hardware implementation 
is very complicated. But using LFSR 
which is made up of shift register permits 
very fast generation of random sequences.
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Fig. 1  Maximum Length LFSR
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requirements for various purposes, the 
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appropriate FPGA is used. The scope is to 
generate the random sequence of wide 
range of frequencies (i.e. from 4 MHz to 
50 MHz).  
II.     METHODOLOGY 
A. Linear Feedback Shift Register SequencesFeedback shift register sequences have 
been widely used as white noise signals in 
communication systems synchronization 
codes and formasking or scrambling codes, 
signal sets in CDMA  communications, 
key stream generators in stream cipher 
cryptosystems, random number generators 
in many cryptographic primitive 
algorithms, and for testing vectors in
hardware design.  

Fig. 2 Linear feedback shift register (LFSR)

If the feedback functionf (X0, X
is a linear function, i.e., if it can be 
expressed as 
f(X0, X1,…,Xn-1) = C0X0 + C1X1 

Xn-1, Ci€ F 
The maximal period of an LFSR sequence 
with n stage is 2n − 1, which is called a 
maximal length sequence, shortened as m
sequence, or pseudo noise sequence in 
communications. Usually, associate a 
linear feedback Boolean function with a 
polynomial 

f(x) = Xn + Cn−1Xn−1 + · · · + C
B. Non-Linear Generators Linear feedback shift register (LFSR) 
sequences are widely used as basic 
functional blocks in key stream generators 
in stream chipper models due to their fast 
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quences are widely used as basic 
functional blocks in key stream generators 
in stream chipper models due to their fast 

implementation in hardware as well as in 
software in some cases. In LFSR based 
stream ciphers, there are  
 Fig.3. Filtering Sequence Generatormainly two types of operations which 
operate on the LFSRs: Outputs of one 
LFSR or multiple LFSRs are transformed 
by nonlinear functions with or without 
memory states, including those by using 
mixed finite field operations and integer 
Modular operations and change the clock 
of the LFSRs to an irregular clock or by 
deleting some output bits of the LFSRs 
(clock control or shrinking generators).
III. IMPLEMENTATION

BASED PRNG  
For generation of random numbers the 
Middle square algorithm is used for the 
implementation of LFSR based PRNG. 
This algorithm follows take any number
square it, remove the middle digits of the 
resulting number as the "random number", 
then use that number as the seed for the 
next iteration. For a generation of 
numbers, the period can be no longer than 
8n. If the middle 4 digits are all zeroes, the 
generator outputs zeroes forever. If the 
first half of a number in the sequence is 
zeroes, the subsequent numbers will be 
decreasing to zero. For simulation, t
random numbers generator must have the 
following desire properties: 
It should produce numbers that are 
random. It should be fast. It should not 
require much computer storage.
have a long period before cycling. The 
object is to select a generation method that 
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produces all of the random numbers that 
are needed before cycling occurs. 
It should not regenerate; that is not 
repeating the same number over and over. 
It should generate stream of random 
numbers that can be reproduced. That is 
for debugging and testing the response of 
the simulation program for the same 
stream of random numbers. 
STEP1-   Declare all the input and output 
ports The inputs are clock, reset. The 
outputs are data_out, bit_out 
STEP2- Declare the architecture part of the 
entity 
STEP3-   Declare lfsr_reg as signal 
STEP4-   Initialize a clock sequence using 
an if- else statement 
STEP5- Initialize the default sequence 
when reset =1 
STEP6-When reset=0 perform xor 
sequence of the lfsr 
STEP7-   If reset =1 at any stage repeat 
step 5 and step 6. 
STEP8-   Transfer the value of last bit as 
output 
IV. 10-BIT LFSR ITS DESIGN AND 

SIMULATION 
 

 
Fig4: MLLSFR RTL SCHEMATIC 

 
Fig5: RTL INTERNAL  

 
Fig6: MLLSFR TECHNOLOGY SCHEMATIC 
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Fig7: Simulate results for MLLFSR 

V. CONCLUSIONS 
A 10 bit code of maximal length is 

realized by shifting the input through the D-
flip flops and feed backing the outputs of some 
registers known as taps again into the first 
register after passing them through the XOR 
gate. A dead lock condition arises in the case 
when the initial input into the first register of 
the XOR gate are all 0’s. Under this condition 
the output of all the register of the PRSG 
remains as 0 at all instants of time. Therefore it 
is necessary that the initial to the PRSG to be 
equal to 1, the output of the XOR gate. 
FPGA are the only one that could generate 
higher frequencies of the range of 50MHZ. 
The code is generated and simulated using 
Xilinx ISE7.1i. Different types of random 
generators are briefly discussed and the 
suitable type is chosen for more randomness 
sequence 
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