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Abstract:
Block chain (BC), the technology which behind the Bitcoin crypto-currency system, is both alluring

and critical for ensuring enhanced security and privacy for diverse applications in many other domains -
including in the Internet of Things (IoT) eco-system. Still research is currently being conducted in both
academia and industry applying the Blockchain technology in multifarious applications. Proof-of-Work
(PoW), a cryptographic puzzle, plays a important role in ensuring BC security by maintaining a digital
ledger of transactions, which is considered to be incorruptible. Blockchain uses a changeable Public Key to
record the users’ identity, which provides an extra layer of privacy. Not only in crypto-currency has the
successful adoption of BC been implemented but also in multifaceted non-monetary systems such as in:
distributed storage systems, proof-of-location, healthcare, decentralized voting and so forth.

Keywords:Blockchain (BC), Bitcoin,Crypto-currency; Proof of Work , Cryptography, Distributed
Digital Ledger.

Introduction:

“A block chain is a type of database that takes a number of records and puts them in a block . By
using cryptographic signature , each block is then ‘chained’ to the next block. This allows block
chains to be used like a ledger, which can be shared and verified by anyone with the appropriate
permissions. There are many ways to corroborate the accuracy of a ledger, but they are broadly
known as consensus”

Registration of cryptocurrencies in form of bitcoin transactions was the initiating of the
blockchain technology (BL), a protocol where the related information is recorded in successive
blocks on a ledger, shared by all the nodes of the network. Other cryptocurencies such as
Litecoin, Feathercoin, Peercoin, Novacoin and others platforms such as Ethereum, based on
Blockchain technology have been introduced and the potential of the technology began tounroll
in areas other than cryptocurrencies.

A cryptocurrency like Bitcoin consists of a peer to peer network. Every peer has a information of
the complete history of all transactions and thus of the balance of every account. A transaction is
a file that says, “Mr. Ravi gives X Bitcoins to Amit*“ . It‘s basic private or public key
cryptography. After signed, a transaction is broadcasted in the current network, sent from one
peer to every other peer. The transaction is known almost promptly by the complete network.
After a specific amount of time it gets confirmed. Confirmation is a critical concept in
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cryptocurrencies. As long as a transaction is not confirmed, it is pending and can be forged.
When a transaction is confirmed, it is set in stone. It is no longer forgeable, it can‘t be contrary, it

is part of an immutable record of historical transactions of the so-called blockchain. Only miners

can confirm transactions. It is possible in a cryptocurrency-network. They take transactions,
stamp them as confirmed and send them in the network. After a transaction is confirmed by a
miner, every node has to append it to its database. It has become part of the blockchain.

For this job, the miners get rewarded with a token (Bitcoins ) of the cryptocurrency, for example
Since the miner‘s activity is the single most important part of cryptocurrency-system . Here is
set of rule that the miners need to invest some work of their computers to qualify for this task. In

fact, they have to find a hash — a product of a cryptographic function that connects the new block
with its predecessor. This is called the Proof-of-Work.

||||||||lllﬂlllllllllu\llnn".

|||||/

Someone reguests

Ill"“II"hmnuml’"““"‘

S

network consisting
of computer

The new biock is then adced tc the
existing bl in, ina y that is

Once verified. the

transaction ig

combined with
other transactions

block of data for

IIIIII_IIIIIIII_-;I;II;;IIAHH

L

.._..._.....U....._I|

Cryptocurrency is a medium of exchange, created
and stored electronically in the blockchain, using
encryption technigques to control the creation of
monetary units and to verify the transfer of funds.
Bitcoin is the best known exarrple.

Has no intrinsic
value in that it is nct
redeemable for
another commodity,
such as gold.

Has no physical
form and exists only
in the networy.

Its supply is not
determined by a central
bank and the network s
comoletely decentralized.

Figure 1:-Block Chain working step
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Block chain technology is based on the cryptographic principle of a private-public key approach.

“The block chain is an trustworthy digital ledger of economic transactions that can be
programmed to record not just financial transactions but virtually everything of value.”

Don & Alex Tapscott, authors Blockchain Revolution (2016)

S.NO Parameter Value

1 Bitcoin market price per USD 13,915

2 Trade Volume last 24 hours 1.32 Billion

3 Trade Volume last 24 hours 94,018 BTC

4 Bitcoins in circulation 16.80 million

5 Bitcoin market capitalisation 233.74 billion

6 Size of the Bitcoin Block chain database 151.03 GB

7 Average transactions per block within 24 hours 1609

8 Hash Rate (Estimated number of tera hashes or trillion | 18.53 million TH/s
hashes per second) the Bit coin network is performing

9 Number of unique addresses used on the Bitcoin | 822,010
Blockchain

10 Blockchain Wallet user count 10 22.00 million

Figure2:-Blockchain.Technology related Analysis (Dated- 12 January 2018)
Bitcoin is based on blockchain technology which work with SHA 256 Hash algorithm.

SHA-256 is a cryptographic hash function (one-way) that takes an input of a random size and
produces an output of a fixed size. Anyone to use a hash function to produce an output when
given an input; it is impossible to use the output of the hash function to rebuild it’s given input.
This powerful feature of the SHA-256 hash function makes it ideal for application within
the Bitcoin network.The SHA-256 hash function is employed within the Bitcoin network in two
main ways:

e Mining

e Creation of Bitcoin addressess

1) Mining -

Mining is a process by which new coins are introduced into the existing course supply of the
Bitcoin protocol and to secure the Bitcoin network.For an individual to be eligible to attach a
block to the Bitcoin blockchain, they must first operate what is known as a mining node. An
individual can begin constructing candidate blocks which are then relayed to the Bitcoin network
to be checked for their validity. Inside a block is what is known as a block header.It consist of 6
parameters that must be filled in by the miner.
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version 02000000

previous block hash 17975b27clB8edlfTeZ255adfZ287599b55
330edab&T7T803c81701 0000000000 0000

{reversed)

Merkle root Ba97205a2T74Th4fladb30484Ff3990344 Block nash

(reversed} clel9facebZb92Z2b3alf9cBe 6badcl4l1l787 00000000 00000000
el TadTE 0Z29addfe

timestamp b cdc 93628 978aa52d

bits 535f0119 S1fahd4292082a50

nonce 48750833

transaction count &3

coinbase transaction

transaction

Figure 3:- Block header parameter
In above figure a miner to produce the previous block hash parameter, the block header of the
previous block must be put through SHA-256 algorithm twice, this also known as double-SHA-
256. That is:

Previous Block Hash = SHA-256(SHA-256(Block Header))
SHA-256 algorithm is also used to produce the merkle root, which is then alternately inserted
into the block header. Bitcoin protocol can be found here: .

Root Hash / Merkle Root

Hash AB Hash CD

i Hash B Hash C i Hash D

i < iy iy

Transaction A Transaction B Transaction C Transaction D

Figure 4:- Merkle Tree & Merkle Root

Upon successful building of a block, the miner can now begin the mining process, wherein
another use case of the SHA-256 algorithm will present itself. In this instance, the nonce
parameter of the block header, is a variable that is changed repeatedly, and upon hashing of the
block header using the SHA-256 function, if the hash is below the target, the miner is observe to
be successful.
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2) Bitcoin addresses Creation-
Bitcoin address, a private key which is a randomly selected number, is multiplied using an
elliptic curve to produce a public key. This public key is then put through both the SHA-256 &
RIPEMD160 hashing algorithms.

“RIPEMD-160 is a cryptographic hash function is used in the Bitcoin standard,produces a 160-
bit output. The compression function is made up of 80 stages made up of 5 blocks that run 16
times each. This pattern runs twice with the results being combined at the bottom using modulo
32 addition.”

Where K = the public key , A = Bitcoin address:
A = RIPEMD160(SHA-256(K))

The use of the SHA-256 and RIPEMDI160 hashing algorithms for the creation of a Bitcoin
address has one distinct advantage:

e Shorter addresses
Shorter addresses: A public key is 256 bits long the Bitcoin address, is 160 bits long. This makes
it a lot more convenient for users to use due to the shorter character length.

Conclusion:

To conclude, the SHA-256 hashing algorithm is an integraland vital part of the Bitcoin protocol.
It has seen implementation in different angle of the technology such as: bitcoin mining, merkle
trees and the creation of Bitcoin addresses.SHA 256 can be the basis of a cryptologic puzzle the
miners compete to solve. After finding a solution, a miner can build a block and attach it to the
blockchain. As an incentive, he has the right to attach coinbase transaction that gives him a
specific number of Bitcoins. This is one of best way to create valid Bitcoins.

Bitcoins can only be created if miners solve a cryptographic puzzle. Since the complexity of this
puzzle enhanced the amount of computer power the whole miner’s invest, there is only a
specific amount of cryptocurrency token that can be created in specific time period. This is part
of the consensus no peer in the network can break.

Bitcoin, as a decentralized network of peers which keep a consensus about accounts and
balances, is more a currency than the numbers you see in your bank account.
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