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Abstract: 
 

Steganography is a technique used for secure data transmission in cyber world.  Inside 

the enterprise world steganography may be used to hide a secret data or plans for a new 

invention. Data transmission in public communication system insecure because of 

interception and improper manipulation by eaves dropper. So the solution for this 

problem is Steganography,. there are many hiding mechanisms are available in 

steganography using multimedia files . Already a lot of existing techniques that are only 

provide the less security, small size of data to be hide, loss of data, Excess time for 

encryption. The hackers can easily retrieve the encrypted message for the problem of low 

security.  In this paper proposes a Multilevel Novel Stenography Technique (MST) for 

large-scale data encryption. This research work is to provide  more security without data 

loss, more encryption stages and less time for execution. 
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  INTRODUCTION

The main objective of steganography is used 

to hide the data within data.   It is one of the 

encryption techniques  that can be used 

integration with cryptography as an excess 

secure method for data security.  This 

technique applied to multimedia data such as 

text, image audio and video files.  Main 

usage of watermarking in  steganography 

which hide a reproduce information with in 

watermark files are not identified easily by 

the unconvered eyes. This activity gives the 

extra protection of media.  It provides 

trustworthy secret communication medium 

for data storage productivity of data 

updation   access control mechanism for 

distribution of digital content and mainly 

used in media data base systems. 

Main motivation of the development of this 

application carrier is to provide data  

encryption.  A  brand new symmetric  Key 

encryption algorithm is developed  through 

AES of strategies particularly the stepped 

forward multilevel statistics encryption key 

elements are Symmetric key element are 

marked because the objective for this 

software.  One is to decrease the execution 

time and other is to increases the complexity 

of the generated key.  The scale of the is 

available in three diverse size inclusive 

6bit128  bit, and 256 bits, regardless this 

interesting software lets in the user to 

encrypt diverse report types.  The sub-

superior key technology makes this utility 

higher solution for encryption. 

Rest of the paper is structured as follows. In 

section 1. Fundamental of information on 

AES encryption,It is followed by the related 

research work in this arena at section 2 .  

MST algorithnm is clearly stated under 

section 3, which is the basic theory of the 

proposed AES encryption algorithm.  The 

procedure and algorithm for the proposed 

application service falls under section 4, 

where the section comprised of the 

experimental outcomes section 5, verifies 

the efficiency of the proposed algorithm 

through various performance metrics and 

finally section 6, comes out with the 

conclusion. 

Advanced encryption standard overview 

AES is a symmentric block cipher 

algorithm. National institute of standard 

technology 2001(NIST). Obviously indented 

to replays DES. Wide range of application is 

used in AES. Compared with public key 

RSA quite complex, cannot explained 

easily. Using  finit fields GF (2^8) galois 

fields. Plain text block cipher: 128bits (4 

words/16 bytes) number of rounds in 10 

rounds. AES key size: 128 bits (4words/16 

bytes) number of in 44 sub keys (44words) 

each sub key size : 32 bits (1word /4bytes). 

Each round  and pre round calculation: 4 sub 

keys 128bits (4 words/16 bytes). AES cipher 

text : 128bits (4 words/16 bytes). Four 

various stages are used ,one for transposition 

and three for substitution. Substitution bytes  

performs a byte by byte replacement of the 

block  uses an s-box. Shift rows is a simple  

transposition. Mix columns  is a substitution 

that makes uses of arithmetic over. With a 

portion of  expanded key to Add round key 

is a simple bitwise XOR of the current block  

in expanded keys use in add round key. A 

symmentric block cipher algorithm depend 

on one key for encryption and a different  

but related key for decryption.  
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AES-ALGORITHM 

 

Step1: AES is a symmetric block cipher 

algorithm. National institute of standard 

technology  2001(NIST). Obviously 

indented to replays DES. Wide range of 

application is used in AES. 

 Step2: Compared with public key RSA 

quite complex, cannot explained ea 

sily. Using finit fields   GF (2^8) Galois 

fields.  

Step3: Plain text block cipher: 128bits (4 

words/16 bytes) number of rounds in 10 

rounds.  

Step4: AES key size: 128 bits (4words/16 

bytes) number of in 44 sub keys (44words) 

each sub key size: 32 bits (1word /4bytes).  

Step5: Each round and pre round 

calculation: 4 sub keys 128bits (4 words/16 

bytes). AES cipher text: 128bits (4 words/16 

bytes).  

Step6: Four various stages are used, one for 

transposition and three for substitution. 

Step7: Substitution byte performs a byte by 

byte replacement of the block uses an s-box.  

Step8: Shift rows are a simple transposition.  

Step9: A Mix column is a substitution that 

makes uses of arithmetic over. With a 

portion of expanded key to Add round key is 

a simple bitwise XOR of the current block in 

expanded keys use in add round key. 

Step10: A symmentric block cipher 

algorithm depends on one key for encryption 

and a different but related key for decrypt   

LITERATURE RIVIEW: 

Priti Sehgal,et.al.,[8] proposed a 

combination of vigenere cipher technique, 

white space text steganography and LSB 

image steganography technique. In this 

mechanism,encrypted the records are hidden 

in an RGB photograph in RGBBGRRG 

order and also it has been evaluated by 

calculating values of MSE (suggest square 

blunders), PSNR(top signal to noise ratio). 

 V. Lokesware reddy, et.al.,[1 ] invested  

alters the data of lower bit in a cover object 

to embed textual information. The main goal 

of this paper is to embed textual information 

into multimedia file and the text message is 

encrypted before embedding to get 

advantage of cryptography  

 E. Jeevajothi, Dr.K. Kuppusamy.,[3],  

presented reversible data hiding (RDH) 

technique. This research work explores an  

infrastructure for JPEG Bit  stream 

convergence with RSA public key 

cryptographic technique, Discrete Cosine 

Transformation (DCT) Watermarking and 

the blocking artifact function.  Sharon Rose 

Govada,et.al., [2] proposed a three phase 

steganography technique.  Shifting textual 

content  stegonography, synonyms text 

stenography,   segment protective textual 

content Steganography. This combination 

approach overcomes numerous limitations 

faced through the media database systems. 

GundaSai Charnl et.al., [4], suggested  a 

novel approach of encrypting the plain text 

into cipher text and embedding into a color 

image encryption is done in two stages. The 

authors deliver the encrypted ceaser cipher 

technique in First stage. The second stage is 

encrypted  based chaos theory for LSB  

algorithms. Vishal Shinde et.al., [7] 

presented the general techniques of hiding 

secret information or data using in 

Multimedia data (Texts, Images, Audios and 

Videos) in single application using both 

Cryptography and Steganography 

techniques.  

 Rupanshi, et.al., [17], discussed in 

detail about the implementation of 

steganography in audio data using Direct 

collection unfold Spectrum method. This 

approach is frequently used to send hidden 

message through radio waves.    Rubby Garg 

et.al [18]. presented have 

proposed a novel approach to hide the data 

in audio signals based on LSB technique. 

Performance of the proposed system is 
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evaluated on various parameters and is 

compared with the existing system. The 

audio signal samples doesn't change much 

and is negligible when we embed the 

message into the audio signal. The algorithm 

is use 24 bit data samples, therefore a 

negligible change will be in the audio signal 

that results in infinite SNR values 

V. J. Rehna,[19] et.al., invented a 

scheme inclusive set of rules used in 

straightforward, top-rated, named the shade 

palette substitution. Sound steganography is 

implemented in two tiers, specifically photo 

cryptography, where in the photo is encoded 

to sound, being the primary and studying the 

sound in a frequency spectrum, being the 

second one.  Abbas Cheddad,et. al., [20],  

initiated with a few recommendations and 

advocates for the item-orientated embedding 

mechanism. Three techniques are 

interlinked, steganography, watermarking 

and cryptography. The first two are quite 

difficult to tease apart especially for those 

coming from different disciplines. Samir 

Kumaret.et.al.,[15]  proposed a statistics 

hiding can be achieved by means of 

steganography.  The authors said that the 

LSB adament and phase  encoding approach 

are very primitive in steganography. These  

primitive techniques are revisited to get an 

concept of ways in steganography.  

T.Mythili [10].et.al.,proposes a new plan of 

the distortion measure for 

JPEGsteganography by incorporating the 

statistics of both the spatial and DCT 

domains. The spatialstatistics of the 

decompressed JPEG images are firstly well 

characterized with distortion measures 

ofsome efficient steganography schemes in 

the spatial domain and the resulting 

embedding entropiesof spatial blocks in 

arrangement with DCT blocks be then 

transformed into the DCT domain to obtain 

the distortion measures for JPEG 

steganography. A.Ashraf [9] et.al., proposes 

some  steps of staganography technique. The 

first step is to randomize the selected body 

that is used to cover information while the 

second one step to embed the message bits 

within the deeper layers of samples and 

regulate other bits to decrease the error, to 

achieve higher LSB technique.  Pawar 

Ashwini [5] et.al introduced a robust method 

of imperceptible audio data hiding. This 

system is to provide a good, efficient 

method for hiding the data from hackers and 

sent to the destination in a safe manner  

 Dr. B. Geetha Vani[6], et.al., 

conveys the advanced steganography where 

it used to hide information of one medium to 

another medium. If the secret information 

cannot be known to others except from 

sender and its intended receiver. Here the 

Most Significant Bit Substitution Method is 

used to hide the audio message in the color 

image for RGB.   Ms. Manisha[16] et.al.,  

This paper has looked in detail at the major 

techniques used for data hiding in audio 

files. Section I gave an overview of 

Steganography and in particular the concept 

of Audio Steganography. Audio 

Steganography algorithms namely LSB 

Coding, Phase Coding, Spread Spectrum 

and Echo Hiding. At the end,Audio 

encoding process was discussed with the 

help of its block diagram.It can be 

concluded that, steganography does in fact 

have a number of disadvantages i.e. it has 

high overhead for hiding a few bits of 

information. 

Pramatha Nath Basu [12], et.al. 

presented a technique to expose the audio 

file is sampled after which the perfect bit of 

every exchange pattern is altered to embed 

the textual information. R.Cogranne 

[13]et.al., investigates practical strategies for 

distributing payload across images with 

content-adaptive  steganography and for 

pooling outputs of a single-image detector 

for steganalysis.  Alekhya Orugonda et 

al[21].,  proposed a MSM (Military Secret 
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Message) method which restores the 

important data. The experimental result 

shows that proposed system can provide 

good performance to secure important data. 

PROPOSED WORK 

This paper is an try to deliver out the 

significance of the steganographic strategies 

which are hided  records processing 

algorithms for records protection. It deals 

with the problem of facts safety, focusing in 

particular on photographs, and tries to nation 

the diverse residences. Steganography can 

be described because the take a look at of 

embedding sensitive records in every other 

medium known as the quilt medium. The 

mediums are usually  text, images, audio 

etc., where in specific portions or the overall 

space is usually ‘corrupted’ with 

‘significant’ data 

Steganography involves hiding of the 

information to avoid detection of the secret 

information. The objects used to hide the 

secret information are called cover objects. 

The hidden information plus the cover 

object is known as stego object. The cover 

object can be multimedia files such as audio, 

video or image file. Images are popularly 

used as cover objects. Text file are 

converted to audio file using mbrola tool.  

Another technique is used in which 

information is embedded in visually 

insignificant areas of the image. 

Nevertheless, image degradation can be 

explored using different images and 

messages of different lengths 

A general model for steganography, using 

an image as an example of a cover object. A 

sender embeds information in a cover 

object, by first applying a transform to the 

secret message and then manipulating a 

subset of the bits of the cover object to form 

the audio object, where using the mbrola 

tool. The mbrola tool is then communicated 

over a transmission channel. At the 

receivers‟ side the process is reversed to 
reveal the embedded information. If a secret 

key was used, both the sender and the 

receiver should have knowledge of the key 

before the mbrola tool is transmitted text file 

to the audio file. 

 The Multilevel Steganography 

Technique (MST) forms part of the image 

steganography algorithm and deals with 

embedding the information in the cover 

image. If different image AES algorithm are 

used for embedding the message and the 

decryptor, one part of the MST technique 

will be used for embedding the message and 

the other part for embedding the decryptor 

and then another part of the mbrola tool is 

convert the text file into the audio file. 

This technique is used with different 

parameters, the decryptor can be embedded 

in adjacent pixels of the cover image, while 

the embedding of the message can be done 

randomly. Both parts of the MST technique 

require invisibility of the embedded 

information. For the decryptor  part of the 

MST technique, a high payload capacity is 

an additional requirement, since two 

information objects will be embedded in the 

cover image.  

MST ALGORITHM: 

Input: Cover image, Secert image 

Output: Encrypted text, Original image and 

extraction audio 

Step 1:  Read both cover, image and secret 

data 

Step 2: Divide the cover image in to 8x8 

blocks of pixels. 

Step 3: Using the mbrola tools convert text 

into the audio file. 
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Step 4: Apply to symmetric block cipher   

algorithm depends an one key for encryption 

and the     secret key embbed into the 

image file  

Step 5:  Quantize the 64bit to 128bit  

coefficients in to the rounded value.  

Step 6:  Encrypt the  secret data using AES 

algorithm 

Step 7:  Decryption to reverse processing 

Step 8: Divide the decrypted text into 

embedded image to audio 

 Step 9: Decrypt the secret data and Image 

using MST 

Step 10:  Performance Analysis of (MST) 

Techniques 

The Architecture Of The Proposed System 

Has Been Given Below            

                                                                                                                    

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                    

 

 

 

 

 

 

 

 

 

                               Fig 2: MST  Proposed work diagram 

 

   RESULT AND DISCUSSION: 

The  encryption time and decryption time.  

Taken by proposed algorithm for various file 

size and different file types .  Proposed 

algorithm takes very less time to encrypt and 

decrypt the file than existing but little bit 

more time than RSA.  This measurement is 

indicated in millisecond 

Input data 
Text 

Encryption 

Embedding 

image 

Convert 

Stego image 

Decryption 

Decryption Text 

Audio 

Audio 
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Table1: performance of exisiting system 

 

Table2: performance of proposed system  

  

 

 

Comparative analysis of the proposed 

algorithm with the existing algorithm 

The  proposed encryption algorithm overall 

performance effects have been as compared 

with present algorithm that monitor the 

proposed AES encryption algorithm 

achieves goals with the aid of less time of 

execution and will increase the storage 

ability inside the aspect of stegonography.  

The contrast have been accomplished for the 

image encruption that shows the size, and 

time, as nicely  speed 0.4ms are stipulated.  

It is represented inside the table is proven 

below. 

 

 

         Table 3: RSA and AES comparision 

 

 

 

 

EXPERIMENTAL RESULT:  

 

 

Fig:3 Embedded the Textual Information in Image 

 

 

Process 

 

Size 

 

File type 

 

Speed (ms) 

 

 

Encrypti

on 

 

110 (bytes) 

 

Txt 

 

0.008 

 

845.941(bytes) 

 

 

Jpg 

 

0.012 

 

 

 

 

Decrypti

on 

 

1,504,102(bytes) 

 

 

Png 

 

 

0.092 

 

74,014(bytes) 

 

Wav 

 

 

0.102 

Process Size File 

type 

Speed 

(msec) 

(Existing) 

Speed 

(sec) 

(propo

sed) 

 

Encryption 

110 (bytes) 

 

Txt 

 

0.008(ms) 

 

0.008 

 

845.941(bytes) Jpg 0.012(ms) 0.010 

 

Decryption 

1,504,102(bytes) 

 

Png 

 

0.092(ms) 

 

0.080 

 

74,014(bytes) .Wav 

 

0.102(ms) 

 

0.092 

Factors RSA AES 

Key length 1024bits 128,192,256bit 

Cipher 

block size 
Min 512bits 

Sizes of 128 

bits 

Scalable 

 
No No 

Algorithm 

type 

 

Asymmetric 

key 

Symmetric key 

 

Encryption 

time 

Slow 

 

Fast 

 

Decryption 

time 

Slow 

 

Fast 

 

Security 

efficiency 

Low secure High secure 

Number of 

rounds 

Single 

round 

10112114 

Simulating 

speed 

0.76ms 0.4ms 
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Fig4: Secret Data can be encoding into the Original image into 

audio 

 

Fig5: Time Execution  

CONCLUSION 

 In this paper an idea to enhance the security 

of system by steganography is given, which 

provides a secure communication. The 

proposed system finds a way to embed 

secret information in Multimedia file 

without changing its quality.   Multilevel 

stegonography  technique  (MST) method 

was implemented for encoding a text into 

audio file to share information with data 

hiding process. This encrypted audio was 

implemented by mbrola tool. By using this 

method many secret data transmission 

occurred in government sectors, military 

bases. They are using message sharing 

process from one end to another end. 

       All information are keep secure in the 

encoded audio. Existing research work is to 

concluded for providing the best way in data 

hiding process for previously used RSA 

algorithm. In this paper  propose a 

Multilevel Novel Stegnography Technique 

(MST) for large-scale data encryption. This 

research work is to provide the more 

security without data loss, more encryption 

stages and  fast execution.  Which hided into 

image file of message by audio formation 

into text message. 
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