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Abstract — This study proposes a chaos-based image 

encryption scheme using modified Lenstra-Lenstra-Lovasz 

algorithm with multiple levels of confusion and diffusion. This 

encryption algorithm has high key space, entropy very close to 

eight (for grey images) and very less correlation among adjacent 

pixels. The highlight of this method is the ideal number of pixels 

change rate and unified average changing intensity it offers. 

These ideal values indicate that the encrypted images produced 

by this proposed scheme are random-like. Multi-biometric 

systems are being mostly installed in many large-scale biometric 

applications most importantly UIDAI system in India. 

Encryption of the biometric images is very important due 

increasingly use of insecure systems and networks for storage, 

transmission and verification. Experimental simulations were 

performed to obtained the encryption parameters and validate 

the algorithm through common attacks such as noise and 

compression. Thus the proposed encryption algorithm may be 

applied to finger print images used in attendance monitoring 

systems. 

Index Terms — Encryption algorithm, Biometric images, 

Lenstra-Lenstra-Lovasz algorithm, Attacks. 

INTRODUCTION 

The recent surge in web technology has led to increased 

social networking and on-line media sharing. Media data such 

as images, audios and videos are being transferred in huge 

volumes across the web. Obviously, data and privacy need to 

be secured. A simple solution could be encrypting data so that 

adversaries do not have access. The classical ciphers such as 

Rivest–Shamir–Adleman, Data Encryption Standard are not 

applicable to media encryption. Images have certain properties 

such as high data redundancy and voluminous file size, which 

make these ciphers impractical. The way around this obstacle 

has been to use chaotic systems for image encryption. Chaotic 

systems possess pseudo randomness, strong sensitivity to initial 

conditions and ergodicity. These properties make them suitable 

for implementation of ciphers [1–3]. Chaotic maps are 

generally used to implement chaotic ciphers. These maps can 

broadly be classified into two types – discrete and continuous 

time systems.  

Encryption algorithms have been extensively studied by the 

researchers for the data previously. This standard has resulted 

in algorithms like Data Encryption Standard (DES), Advanced 

Encryption Standard (AES), RC4, and RC6. However 

application of these algorithms for images may not result in 

practically beneficial image encryption schemes. Image 

encryption schemes are different from data encryption schemes 

because image data are usually large in size, requires more 

time for encryption and also requires a comparable amount of 

time for decryption. Computational overhead makes the 

traditional encryption algorithm inappropriate for real-time 

image encryption & decryption [4 – 8]. 

Multi-biometric systems are being mostly installed in many 

large-scale bio-metric applications most importantly UIDAI 

system in India. However multi-biometric systems require 

storage of multiple biometric templates for each user that 

results in increased risk to user privacy and cybercrimes. 

Among all the bio-metrics, fingerprints are widely used in 

personal verification systems especially from small scale to 

large scale organization. Encryption of the biometric images is 

very important due increasingly use of insecure systems and 

networks for storage, transmission and verification. This 

provides a strong motivation for developing techniques that can 

protect the biometrics fingerprint data particularly during 

communication and transmission over insecure network 

channels. Many solutions based on spatial domain and 

frequency or transform domain approach are proposed [9 – 12]. 

Spatial domain technique uses traditional cryptography 

algorithms whereas frequency domain uses transforms such as 

Wavelet and Fourier. In both the cases the basic idea is to 

shuffle pixel positions in the biometric images and chaotically 

generate transform orders [13 – 15].  

Two important attributes of a powerful encryption 

technique are diffusion and confusion. Hence, the motivation is 

to generate a scheme which has more diffusion and confusion. 

Due to some intrinsic features of biometric images, some of the 

traditional encryption schemes are not very suitable for image 

encryption. Hence the motivation is to generate schemes to 

encrypt images efficiently. To enhance the security of images, 

a biometric cryptosystem approach that combines cryptography 

and biometrics. Under this approach, the biometric image is 

encrypted with the help of key. A key generated with the 

combination of fingerprint and password and is used for image 
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encryption. This mechanism is seen to enhance the security of 

biometrics images during storage, transmission and 

verification. 

This study proposes a chaos-based image encryption 

scheme using modified Lenstra-Lenstra-Lovasz algorithm with 

multiple levels of confusion and diffusion. This encryption 

algorithm has high key space, entropy very close to eight (for 

grey images) and very less correlation among adjacent pixels. 

The highlight of this method is the ideal number of pixels 

change rate and unified average changing intensity it offers. 

These ideal values indicate that the encrypted images produced 

by this proposed scheme are random-like. Multi-biometric 

systems are being mostly installed in many large-scale 

biometric applications most importantly UIDAI system in 

India. Encryption of the biometric images is very important due 

increasingly use of insecure systems and networks for storage, 

transmission and verification. Thus the proposed encryption 

algorithm may be applied to finger print images used in 

attendance monitoring systems. Further bitwise XOR operation 

through modifications in secret key adds to security of the 

biometric images. The paper is organized as follows section I 

introduces to encryption, section II describes encryption and 

decryption algorithm in details. Results are discussed in section 

III and finally concluded in section IV. 

MODIFIED LENSTRA-LENSTRA-LOVASZ ALGORITHM 

In this section modified Lenstra-Lenstra-Lovasz Algorithm 

for encryption of biometric images is discussed along with 

decryption algorithm. Decryption is exactly the reverse process 

of encryption. 

Encryption Algorithm 

Let I represent the 8-bit gray scale input biometric image of 

the size m x n. The steps involved in the encryption of the 

biometric image are as follows 

1. Generate two vectors kr and kc of the length m and n 

respectively from the generated randomly from any 

source. 

2. Decide the number of iterations imax and initialized 

counter i = 0. 

3.  For each row x in I 

a. I1(x,1) = I(x,1)   (1) 

b. Compute  

 I1(x,y) = I(x,y) + Kr(1,y+1) * I(x,y) (2) 

c. Obtained Normalized value of the output 

image. 

 I1(x,y) = I1(x,y) / 255;  (3) 

4.  For each column y in I 

a. I2(1,y) = I1(1,y)   (4) 

b. Compute  

 I2(x,y) = I1(x,y) + Kc(x+1,1) * I1(x,y) (5) 

c. Obtained Normalized value of the output 

image. 

 I2(x,y) = I2(x,y) / 255;  (6) 

 

Steps 3 and 4 will create a scrambled image 

represented by Is 

5.  Use vector kr to apply bitwise XOR operator on the 

each row of the partial resultant image Is using 

following equations 

 (7) 

Where XOR is the XOR operator applied on flipped 

scrambled image upside down with vector kr(x). 

6.  Use vector kc to apply bitwise XOR operator on the 

each column of the partial resultant image I1 using 

following equations 

 (8) 

Where XOR is the XOR operator applied on flipped partially 

encrypted image upside down with vector kc(y). 

7. Increment the counter i = i + 1. 

8. Repeat steps 3 to 7 untill i < imax else stop 

The encrypted image Ie is obtained and thus the process of 

encryption is completed. Vectors kr and kc are designated as 

secret key and obtained randomly from the any source. Also 

vector kr and kc are randomly hidden into the final encrypted 

image thus reduces key management. Vectors kr and kc can be 

again obtained from the encrypted image during decryption 

for further processing of biometric image.  

Decryption Algorithm 

Let Ie represent the 8-bit gray scale input encrypted 

biometric image of the size m+1 x n+1 due to hidden vectors 

kr and kc. The steps involved in the decryption of the 

encrypted biometric image are as follows 

1. Obtain two vectors kr and kc of the length m and n 

respectively from the encrypted biometric image and 

restore the size of the encrypted image to m x n. 

2.  Determine the number of iterations imax and 

initialized counter i = 0. 

3. Use vector kc to apply bitwise XOR operator on the 

each column of the encrypted image Ie using 

following equations 

   (9) 

Where XOR is the XOR operator applied on flipped 

encrypted image upside down with vector kc(y). 

4. Use vector kr to apply bitwise XOR operator on the 

each row of the partial resultant image I11 using 

following equations 

  (10) 

Where XOR is the XOR operator applied on flipped 

scrambled image upside down with vector kr(x). 

5. For each column y in I21 

a. Obtained DE normalized value of the output 

image. 

 I21(x,y) = I21(x,y) * 255;  (11) 

b. I21(1,y) = I21(1,y)   (12) 

c. Compute  

 I21(x,y) = I21(x,y) - Kc(x+1,1) * I21(x,y) (13) 

6. For each row x in I21 

a. Obtained DE normalized value of the output 

image. 
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 I21(x,y) = I21(x,y) * 255;  (14) 

b. I21(x,1) = I21(x,1)   (15) 

c. Compute  

 I21(x,y) = I21(x,y) - Kc(x,y+1) * I21(x,y) (16) 

Steps 5 and 6 will create a final decrypted image 

represented by Id 

7. Increment the counter i = i + 1. 

8. Repeat steps 3 to 7 if i < imax else stop. 

The complete process of encryption and decryption with secret 

key management policy facilitates security of the biometric 

images during the process of transmission, storage and 

verification. Also the modified algorithm overcomes the 

disadvantage of not having constant values in vectors kr and 

kc. The complete process is based on defusing pixel position 

in more confused manner with no secret key generation and 

management policy. 

EXPERIMENTAL RESULTS 

Visual testing, entropy analysis, noise attack and 

compression attack was per-formed on the obtained 

experimental results through modified modified Lenstra-

Lenstra-Lovasz algorithm with multiple levels of confusion 

and diffusion. 

 

Visual Testing  

 

Table 1. NPCR and UACI  

Biometric Images NPCR UACI 

Finger print 1 100 47.22 

Finger print 2 100 50.01 

Finger print 3 100 50.35 

 

In this experiment, biometric finger print image of size 125 

x 125 pixels was used for visual testing. Fig. 1 illustrates the 

input biometric finger print image and its encrypted output 

image through proposed algorithm. It is clearly understood that 

there is absolutely no pictographic similarity between these 

images. It is desired that the encrypted image should mostly be 

different from its original input image. Mostly two parameters 

are obtained to compute the differences between input and 

encrypted image. Firstly the measure is the number of pixels 

change rate (NPCR) that specifies the percentage of dissimilar 

pixels between two images. The second one is the unified 

average changing intensity (UACI), which measures the 

average intensity of dissimilarities in pixels between two 

images [16]. To achieve the performances of an ideal image 

encryption algorithm, NPCR values must be as large as 

possible and UACI values must be around 50%. Table 1 indi-

cates the obtained values of NPCR and UACI for the original 

input image and their encrypted counterpart.  Thus the values 

are very close to 100% for the NPCR measure and also the 

UACI values are also acceptable. The high percentage values 

of the NPCR measure clearly indicates that the pixels locations 

have been arbitrarily changed. Furthermore, the UACI values 

show that practically all pixel gray-scale values of encrypted 

image have been altered from their values in the original input 

image. 
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 (a) Input image (b) Encrypted image 

Fig. 1. Result of visual testing 

 

Entropy Analysis  

For 8-bit gray-scale images having 256 levels, if each level 

of gray is assumed to be equiprobable, then the entropy of this 

image will be theoretically equal to 8 (no. of bits). Thus it is 

understood that ideally an encryption algorithm for bio-metric 

images should give an encrypted image having entropy nearly 

equal to 8. Table 2 shows the entropy values of the three input 

finger print images and their respective encrypted images. 

 

Table 2. Entropy values 

Biometric Images Input image Encrypted image 

Finger print 1 6.15 7.04 

Finger print 2 6.12 7.11 

Finger print 3 5.86 7.06 
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Noise Attack  

 To measure the robustness of the proposed modified 

Lenstra-Lenstra-Lovasz algorithm, random noise was added 

into the encrypted image. Thereafter the noisy encrypted 

image was decrypted using algorithm. In this experiment salt 

and pepper noise of density 0.1 was added into the encrypted 

image. Fig. 2 shows the noisy input image and its encrypted 

and decrypted counterpart images. Results clearly indicate that 

noise attack such as salt and pepper noise has significant effect 

on the decrypted image. 
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Noisy encrypted  
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Fig. 2. Result of noise attack 

Compression Attack  

Mostly in the biometric image systems, the original input 

fingerprint image will be scanned, encrypted and stored. 

Therefore it is mandatory to evaluate the effect of compression 

on the decryption process. In this experiment, the original 

encrypted image was compressed using JPEG format and then 

decrypted. Fig 3 shows the input image, encrypted image and 

decrypted image obtained after encoding and decoding using 

JPEG algorithm. Thus it is clearly illustrated that compression 

does not significantly affect the decryption process and is 

robust against it.  Table 3 shows the values of correlation 

coefficients obtained between original and decrypted image 

after noise and compression attacks. Value of correlation 

coefficient without attack was nearly equal to one. 

 

 

 

1 

 

 

Input 

image 

 
 

 

2 

 

 

Encrypted 

image 

 
 

 

3 

 

 

Decrypted 

image 

 
Fig. 3. Result of compression attack 

 

Table 3. Correlation coefficient after noise and compression 

attack 

Biometric Images Noise Attack Compression 

Attack 

Correlation coefficients 

Finger print 1 0.671 0.96 

Finger print 2 0.687 0.97 

Finger print 3 0.698 0.985 

 

CONCLUSION 

We proposed modified encryption algorithm based on 

Lenstra-Lenstra-Lovasz for fingerprint biometric images in this 

paper. Secret key for the encryption is obtained from the same 

fingerprint biometric image that assists in key management and 

storage for further decryption and verification process. 

Experimental simulations were performed to obtained the 

encryption parameters and validate the algorithm through 

common attacks such as noise and compression. The 

simulation was done using MATLAB software R2014a on 

Intel i5 processor with 3 GHz speed and 4 GB RAM. Visual 

testing, entropy analysis, noise attack and compression attack 
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was performed on the obtained experimental results. The 

proposed algorithm is best suitable for biometric image 

encryption especially fingerprint. It is robust to compression 

attack and satisfies all encryption parameters such as NPCR, 

UACI and entropy. Further the robustness of the proposed 

algorithm need to be improved for noise attack.   
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