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Abstract:  
               Cybercrime refers to the criminal activities exercised with the computers or some other e-devices.  Newer 

methods are to be evolved to resolve all the attacks made through computers or e-devices. In this paper, a novel method is 

proposed to protect transactions by customers and create preventive guidelines for them.  

Hackers trap IP address of the innocent customers during their online financial transactions and complete the transactions as 

though they are doing it.  The drudgers detect or perceive the IP address of the actual consumer from the server although the 

user’s computer conceals it. The drudgers or hackers authenticate themselves as actual user and gain access to their 
credentials.  The actual users are unaware of this malicious activity done by hackers and lose their money. In the pragmatic 

technique, voluminous data are sent in one stroke.  The time elapsed in sending the packets to the receiver are exploited by 

the hacker to steal the actual user’s credentials. More the volume of data being sent from sender to receiver, more the actual 

user is vulnerable to malicious activities by hacker. In the proposed method, the data being sent is split into multiple parts 

with smaller volumes.  Due to fast transmission of data in smaller volumes, the hacker could not gain access to the 

credentials of actual user and data leakage is prevented.    Efficiency of the proposed method is established by experimenting 

with SQL query injection and Hijack query injection attacks over the transmitted data. 

Keywords: Cyber Attacks, SQL query injection, Hijack query injection. 

http://www.ijetjournal.org/
mailto:solaisri199696@gmail.com
mailto:meyyappant@alagappauniversity.ac.in
mailto:lotusmeys@gmail.com


International Journal of Engineering and Techniques - Volume 5 Issue 4,August 2019 

 

ISSN: 2395-1303                                       http://www.ijetjournal.org                           Page 2 

 

 

 

I. INTRODUCTION 

The first cyber crime was recorded in early 

1820s.  Since deadest, the interconnected 

computers are miss used for the erroneous 

purposes either for their personal benefits or 

for other unusual benefits.  This gave birth to 

the term so called ‘’Cyber Crime’’.  This had 

led to the engagement in activities which are 

illegal to the society [14].  Criminals cause 

hefty losses to society and government.  In this 

digital era, people can’t refrain themselves 

from using electronic transactions.  General 

public are using small portable electronic 

devices to carry out their day to day activities 

electronically.  Business organization are also 

using the open channel to grab business 

opportunities.  Many more companies now sell 

their own products online.  People believe that 

this buffering or surfing online is safe and 

convenient.  Technological developments 

focus on cyber security to alleviate cyber 

attacks [11, 8]. Cyber attack the is deliberate 

exploitation of computer systems, technologies 

and networks.  So called CNA(Computer 

Network Attack).  Cyber attacks target a set of 

information system resources in fuzzy 

conditions.  Awareness among users and better 

techniques to combat cyber attacks is the need 

of the hour.  

 There are various cyber attacks on user 

credentials.  SQL injection is a well known 

cyber security attack that targets databases, 

using especially crafted SQL statements to 

trick the systems into doing unexpected and 

undesired things [15].  This attack is capable of 

doing insert, delete, modify registers or even 

restore the entire database.  It can attack even 

user’s input to an automated payment system, 

called malicious pay load.   

Another attack is hijack.  This type of attack 

brings a computer system under its control and 

exploits it.  This attack is exercised mostly in 

networked systems or having physical access 

to the system or due to vulnerability in some 

part of the system.  Hijack attack transacts the 

malware cookies to the attacker’s server and 

attacker is able to extract it and use it for the 

session hijacker. It not only steals a cookie but 

also helps to do key stroke screenshot capture, 

collect information flowing in the network and 

remotely controls the affected system or 

computer. 

Gateway technique explores the network of a 

gateway on a network and replicates it as a 

gateway to some other network. In digital 

transactions, gateway is also a computer that 

directs traffic from an external network that 

serves web pages from a workstation.  It is a 

bridge between a proxy server and firewall.   

 

II. RELATED WORK 

Daniel Krohmer, Simon Duque Anton, Hans 

Dieter Schotten [1] Prosposed  a medium 

communication honey beat system to provide 

Telnet and SSH services.   Data from attacks 

are captured with this honey beat system.  

M. Vijayakumar, S. Karthick, N. Prakash [2] in 

their research work, explored the increasing 

criminal offenses in recent years with the use 

of  GIS.  GIS can reduce performance by 

improving efficiency and resettlement of 

residents.  Mainly the GIS identifies the high-

rated crime hotspots or criminal offenses. Time 

is an important factor in identifying crime 

hotspots.  The resources can then be agreed 

upon to make the difference between strategic 

locations naturally.  Risk-temporal crime 

analysis plays a fundamental role in a lot of 

crime guessing applications related to security. 

This research was carried out to calculate the 

ability to connect space and temporal crime 

factors to a series of events in specific high 

density crime areas. To reveal the use of crime 

forecasts, this approach can be a practical 
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analysis alternative to the security information 

forecasts. 

K. Chitra Lekha, S. Prakasam [3] evaluated  

the data mining technologies for 

comprehensive inspection and detection of 

cyber crimes in real-time applications. The 

data mining will generate valuable, innovative 

feelings and computations to find the known / 

unknown forms of massive data. Data mining, 

which involves two learning capabilities, is 

engaged in tracking surveillance and 

unmanaged fraud levels. Basically, these 

techniques are used for fraud detection in many 

areas, such as health, insurance, and e-

commerce. 

P. Malathi, Dr. P. Vivekanandan [4] revealed 

that in most cases, Consumer Association 

ignores the script and popup windows, which 

will enable the collection of malicious 

activities and send important information to 

remote sites. The authors recommended Useful 

Client Side Script Phishing Assault Finder 

(CSSPAD) method to detect client script 

phishing attacks and  protect customers by 

controlling the client script.  Monitoring 

(ACPM) and Client Script based classification 

methods are proposed.  The method classifies 

the client side script and accesses the script's 

parent information based on the amount of 

information transferred by the script.  The 

proposed method computes the script's 

performance time and web page data exchange. 

 Kanagaraj Narayanasamy, Padmapriya 

Arumugam [12], Proposed a studies work on 

image encryption algorithm i-TSS, based on 

the swap, blending and replacement processes. 

This paper introduces a new migration, mixing 

and conversion based cryptosystem for image 

encryption. The main advantage of the system 

is to improve the randomness in the relocation 

process. Results of security analysis for three 

different images show resistance to varied and 

statistical attacks on selected blank-text, 

encrypted images. 

a)  WAP 

          Wireless access points (WAP) can be 

used to provide network connectivity in office 

environments, allowing employees to work 

anywhere in the office and be connected to the 

network [10]. In addition, WAPs provide 

wireless internet in public places such as coffee 

shops, airports and train stations. Wireless 

access points are generally considered in the 

context of 802 series wireless standards, 

commonly referred to as Wi-Fi. Wifi hotspot 

and WAP are synonymous with other wireless 

standards.  Transmitted data packets should 

reach the destination within 20 minutes 

through WAP, otherwise the packets will 

expire. 

The following sections present various attacks. 

b)  Cyber Stalking 

          Cyber stalking is one of several 

cybercrimes that have been enabled by the 

Internet. It overlaps with cyber bullying and 

cyber luring in that many of the same 

techniques are used. Social media, blogs, photo 

sharing sites and many other commonly used 

online sharing activities provide cyber stalkers 

with a wealth of information that helps them 

plan their harassment. By collecting personal 

data (profile pages) and making note of 

frequented locations (photo tags, blog posts), 

the cyber stalker can begin to keeping data on 

an individual’s daily life. 

c)  Cookie Stealer 

            Cookie theft is used for steal session 

data and cookie information, such as 

undoubtedly the victim's login credentials [4].  

The link is viewed at any time, the user's 

cookie data is  stored externally. Users will be 

diverted to the other side without knowing 

aware of the lost credentials.  A cookie theft is 

happened by hackers between the sender and 

receiver. 

d)  Passive Attacks 
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             Passive attack does not break into the 

system and requires no human intervention [5]. 

Instead of modifying the data or information of 

the system, passive attack is more likely listens 

to communication to the targeted system. 

 

e) CASE STUDIES-SQL INJECTION & 

SESSION 0HIJACKING 

In this section, we investigate two extreme 

attacks. These are SQL injection and session 

hijacking.  

1)   SQL Injection Attack 

          SQL injection is an active attack on the 

net with database usage. It helps the attacker to 

get unlimited access to the web use and 

important information on databases.  Capturing 

important information in the database leads to 

theft of confidential information in fraudulent 

way. 

2)  Session Hijacking Attack 

         Session hijacking attack is done through 

cookie to steal private information. It is often 

used to get an attacker.  Attacker acquires 

information or services through unauthorized 

access to websites of organizations.  To carry 

out this attack, attackers usually focus on the 

victim's IP packets [9].   Attacker can get 

Session ID of victims by activating cookies 

and scripts.   Session Id is often stored in a 

cookie. 

 

III.    PROPOSED WORK 

 The main objective of this research work is to 

create awareness among the online users and 

describe their enrapture and processes.  IP 

addresses of victims are captured by hackers in 

online transactions.   IP addresses of the users 

are identified and captured by hackers when 

the online transactions is in progress.  This 

malicious activity is not even known to the 

victim(user).  The speed of transmission of 

packets between two computers depends on the 

bandwidth of the connectivity.  In case of 

voluminous data (in megabytes) exchanged 

between computers, there may be a delay in 

receiving the data at receiver’s end.   The delay 

gives room for leakage of data.  To avoid the 

delay in transmission, the voluminous data are 

split up into multiple smaller parts and sent 

instantaneously using a distributed packet 

scheduling algorithm.  

 

 
 

Figure 1.  Dataflow Diagram for proposed Methodology 

IV.    METHODOLOGY 

A. Neighbour node selection 

The source node periodically produces the 

packet. The source node sends the packet directly 

to the target node location if the access point is in 

coverage. If the QOS access point of direct 

transmission rate between the source node and the 

target node is not matching within the boundary, 

then the source node selects adjacent 

neighbouring nodes that guarantee the QOS value 

path. The QOD protocol used to generate the 

Early Timeline-to-Schedule (EDF) and timed-

driven scheduling mechanism to schedule data 

traffic at intermediate nodes. This is the way; a 

higher priority is assigned to the packet which is 

closest to the deadline. In the job planning model, 
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there are many jobs to complete each task in the 

queue. If time-driven job planning is possible, 

  

Number of jobs can be calculated by 

  

    
𝑇𝑐𝑝(1)𝑇𝑔(1) + 𝑇𝑐𝑝(2)𝑇𝑔(2) + 𝑇𝑐𝑝(𝑗)𝑇𝑔(𝑗) … . . + 𝑇𝑐𝑝(𝑀)𝑇𝑔(𝑀)                (1) 

         

T_g (j) denotes the work arrival interval duration, 

T_cp (j) denotes the job computation time of work 

j, and 1 denotes the CPU utility (which represents 

the CPU is busy rather than unit time). In network 

communications, the transmission time of a 

packet in a packet stream calculated as n_j to 

T_cp (j) can be considered the computing time of 

a job from task j. The packet arrival interval Ta be 

T_g value or greater value. Therefore, CPU usage 

considered as node space application. Therefore, 

it is possible to design a job planning model ∪ 𝑠(𝑖) = 𝑠𝑝(1)𝑇𝑎(1) + 𝑠𝑝(𝑗)𝑇𝑎(𝑗) +. . . . . . . +≤ 𝑤𝑖  (2) 

Wi represents the available frequency of the node 

ni, Sp (j) represents the size of the pocket vapor 

from the node nj. Here, the prospect of planning a 

pin may be affected by the size of the packet size 

of the SP which calculated by, the neighbouring 

countries and the number of packet streams and 

its frequency. We have to set a space utility door 

~ T U for each node to avoid row arrangement 

and to make the array planning possible. 

Availability of space can be calculated    𝑈𝑎𝑠(𝑖) = 𝑇~𝑈𝑠 − 𝑈𝑠(𝑖)                                (3) 

In QOD, every time after sending a request from 

the source node, the neighbour node checks 

whether there is enough resources available. So, 

the intermediate node compares ni if the space 

usage is less than the threshold and calculates its 

available workload rate as Wi * U (i) before 

responding to the source node. Then, send a 

response with the necessary information or data to 

the source node. The source node calculates the 

queue delay depends on the responses from the 

neighbouring node and ensures the QOS deadline. 

Otherwise, the source node declines the neighbour 

node and chooses another path. The workload can 

be allocated to the QOS deadline satisfaction 

nodes. 

B.   Network formation 

 The organization of many individual 

agents in networks plays an vital role in 

determining the outcome of many social and 

economic interactions. For example, network 

personals are playing important role to obtaining 

information about products and services, such as 

information about products or jobs[7]. Many 

products are standardized through networks of 

buyers and sellers. Network-building models 

investigate networks that are sustain when agents 

have near-vision or vision. Additionally, network 

formation approves efficient networks - improves 

overall wealth - to be explored in the long run. 

V.   ALGORITHM FOR THE PROPOSED         

WORK  

A)   Packet scheduling for packet routing 

 

Step 1: Distributed packet scheduling algorithm 

works in such way that it allocates the previously 

created packets with high queue delays and 

recently created packets with lower queue delays, 

that reduces the transmission delay of the entire 

packet stream. 

Step 2: An intermediate node determines the 

priorities of the 

packets based on deadline mentioned in departure 

node. A packet with smaller value of X has the 

highest priority and  

larger value of Y has the lowest priority. 

Step 3: So, the sequence time (x)_w calculated by 

priority x, 

 𝑇𝑤(𝑥) = ∑ (𝑇𝑖→𝐷(𝑗)𝑥−1𝑗=1 . [𝑇𝑤(𝑥)/𝑇𝑎(𝑗)])(0 < 𝑗 < 𝑥)    (4)       
x denotes the packet with the x th priority in the 

array value. 

Step 4: Tw(x) is the transfer delay between the 

intermediate node and the access point. Tw(j) Ta 

represents the arrival interval of a packet with j th 

priority value. Ta(j) denotes the number of 
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packets arriving during the packet's queue time, 

which is sent from the packet before this packet. 

Step 5: The source node gets the reply from the 

neighbour nodes which combines the scheduling 

information of all flows in their own queues.  

Step 6: The source node computes the priority 

value of each packet in the neighbouring nodes ni, 

which satisfies   𝑇𝑄𝑂𝑆 < 𝑇𝑆→𝐼𝑖 < 𝑇𝐼→𝐷𝑗    indicates the QoS 

demand delay value. 

B)   Packet resizing based on mobility of nodes  

 

Step 1: Transmission connectivity splits both ends 

into a high dynamic mobile wireless network 

when the packet is sent back. A delay creates to 

reduce the number of transmit packets in the QOS 

of a packet flow. 

Step 2: A passenger space application sends a 

packet via
 
TQOS. When the packet size reduces, 

the way of scheduling continuously increases, 

while the possibility of dropping the packet 

decreases. 

Step 3: The problem arises, when we cannot 

reduce the packet size too small, since the number 

of packets gets increased and it leads to higher 

packet overhead. 

Step 4: In this algorithm, the largest size packets 

are assigned to the least lower mobility 

intermediate nodes and the smallest size packets 

are assigned to the higher mobility intermediate 

nodes which increase the QOS-guaranteed packet 

transmissions.  

Step 5: When mobility of a node increases, packet 

SP sends to its neighbouring nodes, which reduces 

the I value as follows: SP(new) = 𝛾𝑣𝑖 SP(unit)                                     (5) 

If γ denotes the scaling parameter, then it 

represents the relative motion of the source node 

and the neighbouring node and the total value of 

SP (new)= 1kb. 

 

C)   Eliminating Data Redundancy  

  

Step 1: Mobile messages are used to generate 

their NAV values during the each message 

transaction. If the value of the NAV value is high, 

the available bandwidth is less so the possibility 

of planning the mobile projection is also less. To 

avoid this, we need to improve the possibility of 

planning to reduce the value of the NAV, and 

increase the QoS of the packet transaction value. 

Step 2: In hybrid network system, access points 

and mobile nodes both are listen to packet 

exchange and cache packets due to that it 

increases the broadcast feature of the wireless 

network. 

Step 3: To eliminate redundancy of data, we need 

to use the end-to-end traffic redundancy 

elimination method. It improves the QOS data of 

packet transfer in QOD. 

Step 4: In this method the chunking scheme is 

used to identify the boundary of the particles in a 

data stream. Basically, access points and mobile 

nodes cache packets are generating the value by 

listening to data sent and received. Because of 

this, nodes can understand who received the 

packets. 

Step 5:  First, the source node checks the content      

for duplicate fragments in the cache before 

transfer the packets. If duplicate fragment found, 

it replaces the chunk space with its own chunk 

signatures. All it knows because the access      

points and the intermediate node already receive 

the packet. 

Step 6: The access point gets the signature and 

search of the   chunk in its local cache location. 

If the match is available to  the signature of its 

chunk and the corresponding chunk, it  sends an 

approval signal to the sender, else the source of 

the  access point is requested to send the data to 

the signature. 

 

VI.   RESULT AND DISCUSSION 

   

The proposed packet scheduling technique 

is applied over five different data files of different 

size.  The difference between the time at which 

the file is sent and the time at which the file is 

received is measured.  It is found that the file 

named Data4.txt reaches the receiver faster than 

other files.   
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The communication link will expire if the file 

does not reach the destination within 20 minutes 

from the time of sending.  

 
                                  Figure 2. Packet Scheduling Prediction Rate 

 X Y 

File 

name 

Size 

in 

MB 

Tota

l No. 

of 

Pac

kets 

Sent 

No .of 

Packet

s 

Receiv

ed 

No .

of 

MB 

Sent 

No .of 

MB 

Receiv

ed 

Data1.txt 20 

MB 

1 1 20M

B 

17 MB 

Data2.txt 30 

MB 

1 1 30 

MB 

26 MB 

Data3.txt 40 

MB 

1 1 40 

MB 

35 MB 

Data4.txt 50 

MB 

3 3 50 

MB 

50 MB 

               Table 1: Data Packets sent vs Actual file Size Received 

 

As shown in Table 1, the file Data1.txt with 20 

MB of data reaches the destination without packet 

loss but the size of the original file is not received 

in full.  Similarly, the files Data2.txt and Data3.txt 

did not suffer packet loss but loss of data due to 

hacking. These three files are sent in usual 

method.   

The proposed method is applied over the fourth 

file data4.txt with 50 MB of space. It is split into 

three parts of sizes 20, 20 and 10 MB respectively.  

These three parts are in three packets and reaches 

the destination in 6 minutes 25 seconds.  If it does 

not reach within 20 minutes, the communication 

link expires automatically. 

The time taken by the files to reach the 

destination are shown in Table 2. 

 

 X Y 

File name Size in 
MB 

Time to 
reach 
destination 

Data1.txt 20 MB 10 Mins 

Data2.txt 30 MB 13 Mins 

Data3.txt 40 MB 15 Mins 

Data4.txt 50 MB 6 Min 25 sec 

                Table 2: Time consumed by files to reach destination 

 

VII.   CONCLUSION 

In this paper, the authors propose a 

method to prevent hackers from hacking the 

private information of users involved in digital 

transactions via internet.  The proposed method 

prevents the hacker from capturing the IP address.  

When voluminous files are transmitted in usual 

method, the hacker can make use of the time 

delay in sending the packet and captures IP 

address.  Hence, the proposed method splits the 

voluminous files into multiple smaller files.  The 

packets are scheduled and delivered quickly 

compared to conventional method.  Even after 

splitting and packet scheduling, if the data does 

not reach the destination within 20 minutes, the 

data transmission expires automatically. This 

protects authorized users from leakage of their 

credentials and money loss. The proposed 

technique safeguards user’s private information 

from hacking.  Few sample files are tested with 

the proposed method.  The experimental results 

are tabulated and charted.   
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