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I.     INTRODUCTION 

Generally, data mining (sometimes called data or 

knowledge discovery) is the process of analysing 

data from different perspectives and summarizing it 

into useful information - information that can be 

used to increase revenue, cuts costs, or both. Data 

mining software is one of a number of analytical 

tools for analysing data. It allows users to analyse 

data from many different dimensions or angles, 

categorize it, and summarize the relationships 

identified. Technically, data mining is the process 

of finding correlations or patterns among dozens of 

fields in large relational databases. Data mining is 

an interdisciplinary subfield of computer science. It 

is the computational process of discovering patterns 

in large data sets involving methods at the 

intersection of artificial intelligence, machine 

learning, statistics, and database systems. The 

overall goal of the data mining process is to extract 

information from a data set and transform it into an 

understandable structure for further use. Aside from 

the raw analysis step, it involves database and data 

management aspects,   data pre-processing, model 

and inference considerations, interestingness 

metrics, complexity considerations, post-processing 

of discovered structures, visualization, and online 

updating. Data mining is the analysis step of the 

"knowledge discovery in databases" process, or 

KDD. 

II.     LITERATURE REVIEW 

2.1.1 M. Gönen and E. Alpaydın, ‘‘Multiple kernel 

learning algorithms,’’J. Mach. Learn. Res., vol. 12, 

pp. 2211–2268, Jul. 2011. 

Multiple Kernel Learning Algorithms 

In recent years, several methods have been 

proposed to combine multiple kernels instead of 

using a single one. These different kernels may 

correspond to using different notions of similarity 

or may be using information coming from multiple 

sources (different representations or different 

feature subsets). In trying to organize and highlight 

the similarities and differences between them, we 

give a taxonomy of and review several multiple 

kernel learning algorithms. We perform 

experiments on real data sets for better illustration 

and comparison of existing algorithms. We see that 

though there may not be large differences in terms 

of accuracy, there is difference between them in 

complexity as given by the number of stored 

support vectors, the sparsity of the solution as given 

INSIDER COLLUSION ATTACK ON PRIVACY-

PRESERVING KERNEL-BASED DATA MINING 

SYSTEMS 

Abstract: 
 
            In this process we regard as a fresh insider hazard for the seclusion preserving effort of disseminated kernel-

based data mining (DKBDM), such as disseminated support vector machine. Surrounded by quite a few known data 

breaching effort, persons connected with insider attacks have been raising signicantly; manufacture this one of the 

greatest upward types of safety measures breaches. Some time ago well thought-out a trifling unease, insider attacks 

enclose risen to be one of the top three vital data violations. Insider-related delve into concerning the circulation of 

kernel-based data mining is limited, resulting in generous vulnerabilities in manipulative fortification against mutual 

organizations. 
 

Keywords — kernel-based data mining, privacy preserving work, collaborative organizations, insider attacks. 

http://www.ijetjournal.org/
https://en.wikipedia.org/wiki/Computer_science
https://en.wikipedia.org/wiki/Data_set
https://en.wikipedia.org/wiki/Artificial_intelligence
https://en.wikipedia.org/wiki/Machine_learning
https://en.wikipedia.org/wiki/Machine_learning
https://en.wikipedia.org/wiki/Statistics
https://en.wikipedia.org/wiki/Database_system
https://en.wikipedia.org/wiki/Data_management
https://en.wikipedia.org/wiki/Data_management
https://en.wikipedia.org/wiki/Data_pre-processing
https://en.wikipedia.org/wiki/Data_pre-processing
https://en.wikipedia.org/wiki/Statistical_inference
https://en.wikipedia.org/wiki/Computational_complexity_theory
https://en.wikipedia.org/wiki/Data_visualization
https://en.wikipedia.org/wiki/Online_algorithm
https://en.wikipedia.org/wiki/Online_algorithm


  International Journal of Engineering and Techniques - Volume 5 Issue 5, October 2019  

ISSN: 2395-1303                                       http://www.ijetjournal.org                           Page 2 

by the number of used kernels, and training time 

complexity. We see that overall, using multiple 

kernels instead of a single one is useful and believe 

that combining kernels in a nonlinear or data-

dependent way seems more promising than linear 

combination in fusing information provided by 

simple linear kernels, whereas linear methods are 

more reasonable when combining complex 

Gaussian kernels. 

2.1.2 K.-P. Lin and M.-S. Chen, ‘‘Privacy-

preserving outsourcing support vector 

machines with random transformation,’ in Proc. 

ACM SIGKDD Int. Conf. Knowl. Discovery Data 

Mining, 2010, pp. 363–372. 

Privacy-Preserving Outsourcing Support Vector 

Machines with Random Transformation 

Outsourcing the training of support vector machines 

(SVM) to external service providers benefits the 

data owner who is not familiar with the techniques 

of the SVM or has limited computing resources. In 

outsourcing, the data privacy is a critical issue for 

some legal or commercial reasons since there may 

be sensitive information contained in the data. 

Existing privacy-preserving SVM works are either 

not applicable to outsourcing or weak in security. In 

this paper, we propose a scheme for privacy-

preserving outsourcing the training of the SVM 

without disclosing the actual content of the data to 

the service provider. In the proposed scheme, the 

data sent to the service provider is perturbed by a 

random transformation, and the service provider 

trains the SVM for the data owner from the 

perturbed data. The proposed scheme is stronger in 

security than existing techniques, and incurs very 

little redundant communication and computation 

cost. 

2.1.3 J. Zhan and S. Matwin, ‘‘Privacy Preserving 

Clustering By Data Transformation,’’ in Proc. 6th 

IEEE Int. Conf. Data Mining Workshops (ICDM), 

Dec. 2006, pp. 546–550. 

Privacy Preserving Clustering By Data 

Transformation 

Despite its benefit in a wide range of applications, 

data mining techniques also have raised a number 

of ethical issues. Some such issues include those of 

privacy, data security, intellectual property rights, 

and many others. In this paper, we address the 

privacy problem against unauthorized secondary 

use of information. To do so, we introduce a family 

of geometric data transformation methods (GDTMs) 

which ensure that the mining process will not 

violate privacy up to a certain degree of security. 

We focus primarily on privacy preserving data 

clustering, notably on partition-based and 

hierarchical methods. Our proposed methods distort 

only confidential numerical attributes to meet 

privacy requirements, while preserving general 

features for clustering analysis. Our experiments 

demonstrate that our methods are effective and 

provide acceptable values in practice for balancing 

privacy and accuracy. We report the main results of 

our performance evaluation and discuss some open 

research issues. 

2.1.4 S. R. M. Oliveira and O. R. Zaıane, ‘‘Privacy-

Preserving SVM Classification on Vertically 

Partitioned Data ,’’ J. Inf. Data Manage., vol. 1, no. 

1, p. 37, 2010. 

Privacy-Preserving SVM Classification on 

Vertically Partitioned Data 

Classical data mining algorithms implicitly assume 

complete access to all data, either in centralized or 

federated form. However, privacy and security 

concerns often prevent sharing of data, thus 

derailing data mining projects. Recently, there has 

been growing focus on finding solutions to this 

problem. Several algorithms have been proposed 

that do distributed knowledge discovery, while 

providing guarantees on the non-disclosure of data. 

Classification is an important data mining problem 

applicable in many diverse domains. The goal of 

classification is to build a model which can predict 

an attribute (binary attribute in this work) based on 

the rest of attributes. We propose an efficient and 

secure privacy preserving algorithm for support 

vector machine (SVM) classification over vertically 

partitioned data. 

2.1.5 D. Vizár and S. Vaudenay, ‘‘Cryptanalysis of 

chosen symmetric homomorphic schemes,’’ Studia 

Sci. Math. Hungarica, vol. 52, no. 2, pp. 288–306, 

2015. 

Cryptanalysis of Chosen Symmetric Homomorphic 

Schemes 

Since Gentry’s breakthrough result was introduced 

in the year 2009, the homomorphic encryption has 

become a very popular topic. The main contribution 

of Gentry’s thesis [9] was, that it has proven, that it 

http://www.ijetjournal.org/
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actually is possible to design a fully homomorphic 

encryption scheme. However ground-breaking 

Gentry’s result was, the designs, that employ the 

bootstrapping technique suffer from 

terrible performance both in key generation and 

homomorphic evaluation of circuits. Some authors 

tried to design schemes, that could evaluate 

homomorphic circuits of arbitrarily many inputs 

without need of bootstrapping. This paper 

introduces notion of symmetric homomorphic 

encryption, analyses the security of four such 

proposals, published in three different papers . Our 

result is a known plaintext key-recovery attack on 

every one of these schemes. 

III. IMPLEMENTATION 

Current system: 

Many data mining applications store huge 

amounts of personal information; therefore, 

extensive research has primarily focused on dealing 

with potential privacy breaches. One prime area of 

research in preserving privacy is the Support Vector 

Machine (SVM). SVM is a very popular data 

mining methodology used mainly with the kernel 

trick to map data into a higher dimensional feature 

space as well as maintain archives with better 

mining precision results. With privacy protection in 

mind, Vaidya et al. provided a state-of-the-art 

privacy-preserving distributed SVM scheme to 

securely merge kernels. The first type of insider 

threat has been addressed most extensively by 

research. The other case, which deals with an 

organizational insider who exploits vulnerabilities 

through cloud services to gain unauthorized access 

to organization systems and data. 

Shortcomings of the current system: 

Data Owners Organizations or Clients: These 

organizations own the data and can be trusted. In a 

distributed computing environment, they may also 

participate in data mining tasks. 

Insiders: Members within the data owner's 

organization are semi-trusted. They may leak their 

own data to outsiders. The insiders leak nothing but 

the data content. For example, the data indices do 

not need to be leak. 

Outsider: The entity does not belong to the data 

owner's organization. This group is semi-trusted 

and may collude with insiders. In a distributed 

environment, the data mining server, 

Proposed system: 

We propose a random transformation scheme to 

preserve privacy. The process works by outsourcing 

the SVM training, thereby ensuring a lack of 

disclosure to the service provider of the actual 

content within the database. This privacy-

preserving outsourcing method helps protect against 

the rst type of insider threat model mentioned above. 

We propose an ``m-privacy'' technique, which deals 

with the so-called ``m-adversary'' insider attack. 

This attack is carried out by an outsider who 

colludes with m data providers (insiders), allowing 

inferences about other pieces of information from 

k-anonym zed data. 

Advantage of proposed system: 

We propose a distributed semi parametric support 

vector machine (DSSVM) using kernels as basic 

units to reduce the communication information. 

Gönen et al. propose a multiple kernel machine 

learning model that describes the kernel as being a 

basic computing unit capable of possibly merging 

different types of kernel functions. We will provide 

more detail about these proposals in the next 

section. 

• Support Vector Machine  

• Organizations or Clients  

• Insider  Attacks 

• Outsider Attacks 

Support vector machine: 

• SVM is a very popular data mining 

methodology used mainly with the kernel 

trick to map data into a higher dimensional 

feature space as well as maintain archives 

with better mining precision results. 

• The SVM server provides the SVM service, 

which builds a global SVM model and 

performs classification. 

• In such a situation, the semi-trusted SVM 

server acts as an outside attacker. 

Organizations or clients: 

• These organizations own the data and can be 

trusted. In a distributed computing 

environment, they may also participate in 

data mining tasks. 

http://www.ijetjournal.org/
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• Organizations which is store records 

separately, apply an SVM service to their 

data for data analysis. 

• A member within an organization such as an 

irresponsible may sell records to outsiders. 

Insider attacks: 

• Members within the data owner’s 

organization are semi-trusted.  

• They may leak their own data to outsiders.  

• The insiders leak nothing but the data 

content.  

• For example, the data indices do not need to 

be leaked. 

Outsider attacks: 

• The entity does not belong to the data 

owner’s organization. This group is semi-

trusted and may collude with insiders. 

•  In a distributed environment, the data 

mining server, which coordinates sharing 

among the different subset of affiliate 

groups, may act as a potential outsider.   

• This outsider (e.g. data mining server) 

knows the parameters of the mining data, 

but does not have access to the data content 

because that has been packed into a kernel 

format. 

IV. CONCLUSIONS 

Finally, experimental results are provided to prove 

the effectiveness of the proposed attack and defense 

schemes.  Note that our proposed attack scheme is 

not only applicable to the vertically partitioned data 

but also applicable to horizontally partitioned data 

and arbitrarily partitioned data; As long as every 

kernel value is composed of two data vectors and 

stored in a kernel matrix, our proposed method can 

reverse those kernel values back to the original data. 

In fact, most data mining systems operating on 

kernel computation especially those in a distributed 

environment are potential victims of the proposed 

attack. 
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