
  International Journal of Engineering and Techniques - Volume 8 Issue 2, march 2022 

ISSN: 2395-1303                                       http://www.ijetjournal.org                           Page 5 

DR. A.SENTHIL KUMAR 1, G. YOGALAKSHMI 2 
 

1(Assistant Professor, Department of Computer Science, Tamil University, Thanjavur, Tamil Nadu, India)  
2 (M.Phil (Research scholar), Tamil University, Department of Computer Science, Thanjavur, Tamil Nadu, India)

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

I. INTRODUCTION 

The easily availability and speed of digital 

communication have become an integral part of 

home computer use, as well as all other aspect of 

use from education to business and research. 

whereas development of network applications, 

many different kinds of network services are used 

by users, such as Cyber bank, Instant Messaging, 

Online Shopping, Blogs, photo albums and so 

onward. Users can not only do commercial 

transactions and entertainments in the Internet, but 

also bring the convenience of the daily life. Thus, 

much confidential information are transferring in 

the Internet. While high-speed computer 

networking and the Internet have brought great 

convenience, an ample of security challenges have 

also emerged with these technologies. Amongst 

different computer network security threats like 

viruses and worms, Webbots have become the most 

dangerous. A Bot, originate as of the word 'Robot', 

is an request that can do and do again a demanding 

job earlier than a person furthermore at what time a 

two or additional than two Bots increase to 

sufficient of computer and related to each previous 

through the lend a hand of internet, they form a 

group that is usually known as a Webbot i.e. 

network of Bots. Bot is a compromised device as a  

 

zombie which can be controlled and coordinated 

remotely by Botmaster or Botherder through 

command & control servers. Bot is used to infect 

computers and mobile devices that are well 

connected to internet and make them a part of 

network of Bots without any knowledge of user. 

Nowadays smart phones very popular and 

obligatory in human's life, so they become major 

attractive targets of mobile threats. Attackers use 

various attack vectors which are useful to routes to 

get into mobile devices i.e. SMS (short messaging 

service), MMS (multimedia message), Internet 

access help of WIFI or 3/4G and Bluetooth. These 

mobile Bots communicate with C&C Server with 

the help of C&C Channel through internet and 

cause of frequently change of logical address (IP 

Address) during mobility, existing approaches such 

as take down an active C&C channel cannot apply 

on mobile Webbot. Thus, build a VPN (Virtual 

Private Network) which provides a common shared 

path for both internet access and provide same 

environment as if wired network. Then, we 

proposed a work to introduce a new prevention 

scheme for mobile Webbot. This scheme consists of 

cryptography algorithms MD5 and Blowfish 

algorithms. We are expecting that both algorithms 

provide better prevention. 

BOT DETECTION AND REMOVAL TECHNIQUES 

USING CRYPTOGRAPHY ALGORITHM 

Abstract: 
Threats are everywhere on the internet, but most significant and crucial threat is Webbot that control and command 

by a Botmaster. Bot is simply a machine that acts as a zombie and try to effect all other machine available in network and that 

all machine are comes under control of Botmaster. It can detect by using honey pots, spamming Webbot, network based, 

behaviour based techniques. There are techniques to detect Webbot but there is no scheme for prevent the network from Bot. 

In this thesis, prevention of Webbot can be done by cryptography. even if two essentials algorithms MD5 in addition to 

Blowfish are old to become aware of and avert the cooperation lump. Webbot cannot be deleting from the network but 

possibility is that, neglect compromised node from the network. So, following discovery, just take away that lump as of the 

system then system become dependable to converse. 
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II. LITERATURE SURVEY 

As mobiles devices such as smart phones, have 

become broadly used and indispensable in 

nowadays human lives, these devices are major 

attractive target of mobile threats. Thus, one of the 

most crucial threats is Mobile Webbot in the mobile 

environment. It firstly found in Symbian OS and 

moved to IOS and Android. Most of the mobile 

devices connected to NAT gateway due to lack of 

IP addresses and not easily reachable. In addition to 

it, IP address changed can be changed frequently. 

Mobile infrastructures and Cloud have latterly 

become a new platform for Webbot activities. Since, 

they have not explored completely yet. However, 

clouds are dynamically monitored and secured by 

cloud vendors and Webbots are easier to shutdown 

compared to other types. Though on flip side, 

mobile devices are not properly protected as of 

computers and computer networks and user of these 

mobile devices pay less attention towards security 

updates. To detect Mobile Webbot, detection 

techniques are classified as signature-based and 

anomaly-based by detection method. In signature-

based, a signature is a unique mark contained in the 

context of a packet. For instance, Snort is a 

signaturebased open source intrusion detection 

system (IDS) that monitors traffic of network to 

find out the signs of intrusion. Like most IDS 

systems, Snort is configured with a set of rules or 

signatures to detect Webbot. Anomaly-based 

detection aims to detect significant variations from 

normal behavior. In, anomaly-based detection using 

Detection aims to detect significant variations from 

normal behaviour. In, anomaly-based detection 

using Support   Vector   Machines(SVMs)   or 

Hidden   Markov Model(HMM) with Both 

malicious and normal behaviours find malwares 

from their partial or incomplete behaviours.  

In previous work it is impossible to monitor all the 

traffic through internet access in the C&C channel. 

So, build a VPN between a Bot and a C&C server, 

which provide a shared path for both 3/4G and 

WiFi traffic. A VPN is a private network that uses a 

public network to connect remote sites of same or 

various networks together using security procedures 

such as encryption. By implementing one end of 

VPN at IDS, whole traffic to/from the Bots must go 

through IDS and a mobile device is placed at 

another end of VPN. IDS detect malicious packets 

to/from a mobile device from/to the C&C server. 

To detect C&C traffic, VPN IDS provides the 

function of PPTP (Point-to-Point Tunnelling 

Protocol) routing and server. It enables the 

communication from mobile to a VPN server. VPN 

IS provides routing by permit the communication 

between a PPTP server and Internet using NAT. 

VPN IDS works as a gateway in the same way as in 

wired network/infrastructure, and detect mobile 

C&C channel. 

III. PROPOSED WORK 

In our proposed work to introduce a new prevention 

scheme for mobile Webbot. This scheme consists of 

MD5 and Blowfish algorithms. We are expecting 

that both algorithms provide better prevention.  

 

 
 

Figure 1: Flow Chart of Proposed Work 

In flow chart, scenario of virtual private network in 

generate on a Network Simulator tool with a 

numerous nodes that are inter linked to every 

previous MPLS (multiprotocol ticket button) is 

enabling on every plus each lump on insist, when a 

lump needs to post information to one more lump, it 

mechanism in little trail classification quite than 

http://www.ijetjournal.org/


  International Journal of Engineering and Techniques - Volume 8 Issue 2, march 2022 

ISSN: 2395-1303                                       http://www.ijetjournal.org                           Page 7 

long system addresses avoid direction-finding board. 

Now, problem generation takes place with the help 

of Webbot on a VPN. Webbot tries to get control of 

whole network nodes using fake packets, here we 

introduce MD5 algorithm for encryption of 

acknowledgment. Moving further, whenever 

Webbot attacks on vpn network or node then it send 

a hello packets firstly then VPN node send a 

encrypt message to Bot with the help of md5 and 

blowfish, if node able to decrypt message then it 

will join the network either unable of take long time 

then node will suppose to a threat and discard from 

network. 

IV. EXPERIMENTAL RESULTS AND 

ANALYSIS 

 Generating a scenario on Ubuntu with the help of 

NS2, every time and scenario is different layout 

because the nodes are deployed randomly. Red 

packets show when a node or system is 

compromised by Bot whereas blue packets foe 

reliable communication. On each and every node 

MPLS (Multiprotocol   Label   Switching),   MPLS   

is   scalable, protocol-independent transport. In a 

MPLS system, information packet be assign label. 

Packet-forwarding decisions are made solely on the 

contents of this label, without the ne d to ex mine 

the packet itself. This allows one to create end-to- 

end circuits across any type of transport medium, 

using any protocol. Here node number 1 and node 

number 10 are having red colour which show that 

there is delay in the traffic and node number 0 and 9 

are of blue colour which show that traffic is sending 

without delay. Other nodes having black colour 

shows there is no traffic between nodes or these are 

communicate nodes for both red and blue nodes. 

 

 

 

 

 

 

 

 

 

 

Figure 1: Experimental Scenario 

 

V. RESULTS 

 

Figure 2: Represent Signal Communication 

Strength 

In Fig. 2: represents signal communication strength 

here red line is showing strength during attack and 

green line show after detection the\of attack the 

lifetime is increased. Here x- axis denotes the time 

and y-axis denotes iteration of data for the detection 

of attack. It shows the prevention of the attack on 

the system. When attack on network (red lines) then 

original signal strength (green lines) interrupted by 

attacker's signal strength that make network slow 

for a while as well as signal also fluctuate because 

red lines share bandwidth of network though after 

prevention the green lines strength remain as usual. 

 

 

 

 

 

 

 

 

Figure 3: Represent System Distortion 

In Fig. 3: the red line is for attack and green line is 

for detection these two lines show the peak values 

for system. In this x-axis shows the time and the y-

axis define the distortion occurred in the network 

and less will be the distortion more reliability is 

there. When system starts up after some time red 

lines of attack distort the system with its figure and 

original system frequency (green lines) retain peak 

value after neglecting red lines of worry. 
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Figure 4: Represent Actual System During and after 

harass 

 

In Fig. 4: the red line represents system during 

attack and green line represent system after attack. 

Here x-axis shows the time and y-axis shows the 

performance of the system. In given figure, when 

system under attack its performance goes down as 

red lines show where green lines at zero level it 

Original performance at minimum value but after 

prevention performance of system become reliable 

because attack performance now at zero level that 

depicts prevention is done. 

 

CONCLUSION & FUTURE WORK  

VPN   network   traffic   is   controlled   by using   

security algorithm Blowfish and MD5. Blowfish 

provides a good encryption rate in software and no 

effective crypt analyzing it has been found till date. 

Blowfish has a 64 bit block size and variable key 

length from 32 up to 448 bits and MD5 is message 

digest having   version   5   which   is   used for 

encryption procedure. It provides more security to 

the system. This is implemented by using simulator 

NS2 and in results various scenarios are discussed 

and figures are shown during attack, after detection 

and prevention of attack. These figures conclude 

that the system become efficient by applying 

security algorithms. 

In future we can make network more reliable with 

the help of backup node, having address of all nod s 

available in the network. Whenever a node 

compromised or detected as a bot then node will be 

deleted from network. On the place of deleted node, 

back up node will placed to make network available 

for communication with interconnect nodes of 

deleted node. 
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