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I.     INTRODUCTION 

As online services are ruling the current era, 

security experts are continuously working to find 

new possibilities to investigate the growing 

cybercrimes. Transfer via data packets is the most 

common way in which the large volumes of 

information can be transferred by the online 

services over the computer networks. These are 

groups of bits that travel along a network path 

usually given by layer 3 (network layer) of the OSI 

model [1]. These packets are the similar fragments 

of data at an instant of time and are then 

reassembled to the original data when all the 

packets reach the destination.  

A data packet usually contains a header and a 

payload. The header consists of the information 

related to the packet like source IP address, 

destination IP address, hop limit, etc. The payload 

contains a transmitted message (or data) which then 

combines with the header to form a data packet. A 

data unit in data link layer of the OSI model is 

known as a frame, that is a group of data bits from 

network layer and are encapsulated by the data link 

layer. In transport layer, segment (or datagram) is 

the equivalent of a data packet.  

Packet sniffing refers to examining each packet 

as it crosses a network interface. In this process, the 

incoming data packets are tapped and hence moved 

to the other network. Here, the data that is sniffed 

belongs to the other users of a different network. 

Packet sniffers work with same efficiency in case 

of both switched and non-switched networks [2]. 

These sniffers prove to be useful for the network 

administrators to analyse the various activities like 

LAN behaviour, spot any troubles, trouble shooting, 

threat detection, bandwidth management, etc. 

Transmission control protocol/Internet protocol 

(TCP/IP) layer tools called packet sniffers are used 

to inspect data packets moving over networks [3]. 

In simpler terms, packet sniffer on computer 

networks is like wiretapping on telephone networks. 

That means, a packet sniffer acts as a tool that 

eavesdrops the packets of one network and send 

them to another network when they are found to be 

legitimate. 

When network packets are efficiently captured 

and analysed, they can be used for network 

monitoring, which may even provide convincing 

evidence to support the security experts' future 

inquiry [4]. 
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II.     LITERATURE SURVEY 

An enterprise decided to migrate their self-

managed Apache Kafka cluster to Amazon MSK to 

reduce infrastructure management and focus more 

on growing business. An asynchronous service to 

service communication system, or distributed 

publish-subscribe messaging system, called Apache 

Kafka allows you to transfer messages from one 

endpoint to another while handling large amounts 

of data. Several approaches are used to migrate the 

data from Apache Kafka to Amazon MSK. Among 

which creating a private link between the on-

premises servers is most popular. A private link 

creates connectivity among the VPCs to transfer the 

data securely without exposing the user data to the 

public internet [5]. Although with the private link, 

the data will securely be transferred, this attempt to 

share the data could not transfer all the data packets 

implying that the created link failed to meet certain 

requirements. There are a few underlying issues 

that are responsible for this situation and hence, a 

new approach is preferred to solve the issue. To 

come up with the solution for the above situations 

packet sniffers are developed. The developed tool, 

as described in my paper, is cost effective and can 

be modified as per the user environment. This tool 

provides excellent integration with the front end 

and makes it convenient for the users to work with. 

III. METHODOLOGY 

To solve the above problem and to overcome the 

problem of other sniffer tools in migrating the data 

from one Virtual Private Cloud (VPC1) to a 

different Virtual Private Cloud (VPC2), there 

comes the possibility to develop our own sniffer 

tool that monitors the incoming and outgoing data 

packets, over a network interface, which ensures 

data security [6].  

In this paper, we discuss how an own sniffer tool 

is can be developed using concepts of Packet 

Tracer, Cloud knowledge and the layers of TCP/IP 

Protocol (namely, Application, Transport, Network, 

Link layers).  

 

Tools and Modules 
Python is used as key programming language to 

implement the entire tool. Visual Studio is used as 

the preferrable IDE. As a part of implementation,  

 PacketSniffer is imported from the core 

module 

 OutputToScreen is imported from the 

output module 

 OS module 

 Packet module 

 Time module  

 other iteration tools are chiefly used. 

 

IV. IMPLEMENTATION 

After successful establishment of the connection, 

packet sniffer tool is placed between the servers 

which taps all the packets and then exports the 

legitimate packets to the other network interface. 

 

 
Fig 2. Function of Packet Sniffer 

 

This tool is implemented on AWS. Amazon VPCs 

and Apache Kafka are connected to each other 

through a central hub and a transit gateway [7] is 

used to establish this connection. As per the client 

requirements, third party tools cannot be used to 

analyse the incoming and outgoing data packets. 

Hence, by using the interface of Visual Studio and 

programming language Python, a tool using 

Mirrormaker is developed to meet the requirements 

of the client and the provided environment. 

Mirrormaker tool initially sets up the connectivity 

between two different servers using the below 

configuration. Slowly all the data packets transfer 

from server to the other we simultaneously receive 

acknowledgment of the sent frame along with frame 

number. 
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Fig 3. Established connection of Server 1 

 

 
Fig 4. Established connection of Server 2 

 

V. RESULTS 

Fig 5. Initialized packet sniffer 

 
This is the first stage when the packet sniffer is 
initialized and in a waiting state to receive the 
incoming packets. 
 

Fig 6. Transfer of Frame 8 

Here, the data is transferred in the form of frames 
by listing all the necessary details of the transmitted 
frame like sequence number, acknowledgement 
number, flags used, check sum, frame length, etc. 
Also, the address of IPv6 is also mentioned in the 
output window. Currently frame no. 8 is being 
transferred. 

Fig 7. Transfer of Frame no. 27 

 
At this point, frame no. 27 is being transferred with 
simultaneously receiving sequence number and the  
respective acknowledgement number of the frame. 
 

Fig 8. Aborting packet sniffer 

 

This is the final stage where frame no. 53 is 
successfully transferred and hence all the data is 
transferred. At this point, the packet sniffer is ready 
to terminate by aborting the further packet capture. 
 

VI. CONCLUSION 
A crucial part of the layered networking concept is 

played by network packet sniffers. Network sniffers 

examine and analyse streams of data packets 

moving between network nodes as well as between 

networked computers and the Internet to perform 
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their function. Packet sniffer gives us the 

advantages of doing traffic analysis, 

troubleshooting and network traffic monitoring. It 

is user-friendly and can easily adopt the new 

changes. It takes less memory storage because we 

can easily export the captured data to a database. 

Sniffing is possible on switched and non-switched 

networks. By this research we can conclude that the 

packet sniffer is very good to be used in intrusion 

detection [8]. Network packets are often the only 

source of information regarding what happened 

during a web behavior. The potential of packets in 

delivering forensic evidence has been described, 

and the limitations have been underlined, because 

using packet assessment in network forensics [9] 

differs from using it in other application areas. The 

comprehensive review provided in this paper aids 

the reader in comprehending the key steps in packet 

analysis and also the particular needs of network 

monitoring. This can be employed while creating 

tools and algorithms for packet analysis. 

 

VII. FUTURE SCOPE 

As the system is used, the user needs will inevitably 

vary because they are not constant. We are unable to 

create a product (or tool) that can adequately meet 

all of the user's intended needs. Some of the future 

enhancements that can be made to this proposed 

system are:  

 It is possible to update the proposed 

system that can be adaptable to the 

desired environment in case the new 

technology advances.  

 In data security point of view, emerging 

technologies can be used to improve data 

security and the tool can be modified as 

per the requirement. 

 There is a chance to extend this tool 

across the internet as it currently works as 

a standalone tool. 
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